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5 : digDHADFERZLESHid ESHIETITNIE KLz BBE(E

EmE8-1 Jv— Y —/N\—A"www.jprs.co.jp A"ZRLEhHE HE8-1 Jv— by —/N—=(Zwww.jprs.co.jpDAY/—=ZALd—-FzfELEabhH
% dig +norec @198.41.0.4 www.jprs.co.jp Ald] % dig +norec @198.41.0.4 www.jprs.co.jp A[d]
; <<>> DiG 9.12.1 <<>> +norec @198.41.0.4 www. jprs.co.jp A ; <<>> DiG 9.20.15 <<>> +norec @198.41.0.4 www. jprs.co.jp A
; (1 server found) ; (1 server found)
;5 global options: +cmd ;; global options: +cmd

status#*NOERROR

;5 Got answer: ;5 Got answer:
;3 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 271 ;5 —>>HEADER<<- opcode: QUERY, status:

id: 44357

)

;5 flags: qr; QUERY: 1, ANSWER: @, AUTHORITY: 8, ADDITIONAL: 16 ;5 flags: ' QUERY: 1, ANSWER: E AUTHORITY: 8, ADDITIONAL: 16

;3 OPT PSEUDOSECTION: ;3 OPT PSEUDOSECTION: flagstzaasitius ANSWERZ'O
; EDNS: version: 0, flags:; udp: 1472 ; EDNS: version: @, flags:; udp: 4096

;5 QUESTION SECTION: ;3 QUESTION SECTION:

;WWW. jprs.co. jp. IN A ;WWw. jprs.co. jp. IN A

;3 AUTHORITY SECTION: ;5 AUTHORITY SECTION:

qp. 172800 1IN NS a.dns.qp. qp. 172800 IN NS e.dns.qp. Authoritye 2>/ 271z

jp. 172800 1IN NS b.dns. jp. jp. 172800 IN NS |g.dns.jp. POEEHEEINTS
jp. 172800 1IN NS c.dns. jp. jp. 172800 IN NS |c.dns.jp.

jp. 172800 1IN NS d.dns. jp. jp. 172800 IN NS |a.dns.jp.

jp. 172800 1IN NS e.dns. jp. jp. 172800 IN NS |h.dns. jp. - .
ip. 172800 1IN NS f.dns. jp. ip. 172800 IN NS |d.dns.jp. SRSERE s | AT
jp. 172800 1IN NS g.dns. jp. jp. 172800 IN NS |f.dns.jp.

jp. 172800 1IN NS h.dns. jp. jp. 172800 IN NS |b.dns. jp.

-
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5 : digDHADFERZLESHid ESHIETITNIE KLz BBE(E

Bim8-1 J—hkY—/—
% dig +norec @198.41.0.4 www.jprs.co.jp Ald]

AN'www.jprs.co.jp A"z Eaht BE@m8-1 Jv— kY =/ —=(Zwww.jprs.co.jpDA) /=X dA—-KxULaht

% dig +norec @198.41.0.4 www.jprs.co.jp A[d]

; <> Di6
; (1 server
;5 global d
;5 Got ans
;3 —>>HEADH

;5 flags: d

;3 OPT PSEU
; EDNS: ver
;3 QUESTION
;WWw. jprs.

HiEZi>THIT I HHERDIARIC

BLRZHITEDETXICH

T EDD>TWNWET !

;3 AUTHORITY SECTION:

jp.
jp.
jp.
jp.
jp.
jp.
jp.
jp.-

172800
172800
172800
172800
172800
172800
172800
172800

IN
IN
IN
IN
IN
IN
IN
IN

NS
NS
NS
NS
NS
NS
NS
NS

;5 AUTHORITY SECTION:
a.dns.jp. jp. 172800
b.dns.jp. jp. 172800
c.dns. jp. jp. 172800
d.dns. jp. jp. 172800
e.dns. jp. jp. 172800
f.dns. jp. jp. 172800
g.dns. jp. jp. 172800
h.dns. jp. jp. 172800

IN
IN
IN
IN
IN
IN
IN
IN

NS
NS
NS
NS
NS
NS
NS
NS

O Hh QO T O O 0 D

.dns.
.dns.
.dns.
.dns.
.dns.
.dns.
.dns.
.dns.

jp.
jp.
jp.
jp.
jp.
jp.
jp.
jp.
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e BIND (15 (£=104%) )

- 20254E7~128 : M (SRS : 44F) R PO O,
- 2026F1~6H : 1144 (FiFERED : 314)
e BINDBA (164 (RisEREIHA : 64F) ) N i
X IPRSH\SOBHFIEMTHD. CVEDHHE FRIBBENBDET. H H .EI
— Knot Resolver (114) E e I
- NSD (14%) ' ‘W
— PowerDNS Authoritative Server (3f4) S P D P PP
S
— PowerDNS Recursor (644) &
— Unbound (31%) 1-65 m7-12H8

- Windows DNS (2/5)
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RCE - [RS8 1 1 2
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Unbound®DHiessTEh X € H

e 20265F5AH20HICRCEZZ V. 111+ DAESSTEN 2B

Unbound 1.25.1 released - Unbound - NLnet Labs Community
<https://community.ninetlabs.nl/t/unbound-1-25-1-released/3392>

e 1149 MHIEFIC. Qifan ZhangEKbhIL vk

Bug Fixes

» Fix CVE-2026-33278, Possible remote code execution during DNSSEC
validation. Thanks to Qifan Zhang, Palo Alto Networks, for the report.

e Fix CVE-2026-42944, Heap overflow and crash with multiple nsid,
cookie, padding EDNS options. Thanks to Qifan Zhang, Palo Alto
Networks, for the report.

» Fix CVE-2026-42959, Crash during DNSSEC validation of malicious
content. Thanks to Qifan Zhang, Palo Alto Networks, for the report.

(AT ER)
5|7t : <https://community.ninetlabs.nl/t/unbound-1-25-1-released/3392>
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Qifan Zhangk

e Palo Alto Networks®
TFIVT1HHRE |
- E5P99EF - DNSTF+1UF+ e vt mesrouseso s

Palo Alto Networks + [03/2025] Invited to serve on the PC of ACSAC 2025.
« [03/2025] Defended my Ph.D. dissertation.

- IO TONIVER - e Fowe | =00 L

+ DNS security — automated vulnerability discovery in resolvers via fuzzing and differential

/_\ — “ a testing [Security24, Security'23, NDSS'23].
n I:l [ ;:F » ML security & privacy — model-extraction and robustness of deployed ML systems

[ACSAC22, KDD'24].

_ *%m*#g :/Zj_-Ao)t:FJ_Uj_-,{t 5|7t : <https://qifanz.com/>
705 /( } (\:/ — 0) I JZO ( : j L \t BEH jgl_'-l_'j RESOLVERFUZZ: Automated Discovery of DNS Resolver Vulnerabilities with

Query-Response Fuzzing

— UnboundZA9MDDNSY I NIT D " " Xiang Li"®, Haixin Duan™, Qi Li -
Qifan Zhang ', Xuesong Bai', Xiang Li*™, Haixin Duan**!, Qi Li*, and Zhou Li'

f_ 1l t University of California, Irvine, *Tsinghua University

§ - catory : - 0

H 855 |$B*§§£$E = Zhongguancun Laboratory, "Quan Cheng Laboratory

5|7t : <https://www.usenix.org/system/files/usenixsecurity24-zhang-qifan.pdf>

Biography

I'm a Security Researcher at Palo Alto Networks working on network security, with a
focus on the security of the Domain Name System (DNS). | build automated analysis
tools — combining fuzzing, protocol analysis, and formal methods — that have surfaced
CVE-recognized vulnerabilities in widely deployed DNS resolvers. | also study security
and privacy risks in deployed machine-learning systems.

| received my Ph.D. in Computer Engineering from UC Irvine in 2025, advised by Zhou Li,
and my B.Eng. from ShanghaiTech University in 2020. [CV]
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BIND 90t+1)71 7y 57— hrOESEEACICRITRISCOY F I RICDOWVT
<https://jprs.jp/tech/security/2026-05-21-bind9-announce.html>
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IPRSIESHEE T LERHT jPRS
BB RREERITVEET )

j PR
<https://ijprs.jp/tech/>

X@JPRS official GJPRSofﬂaal °JPRSpreSS
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Ress1¥15%k (BIND) [1/2]

NG| 4 ML (BessTETieCB4RR) fess DR

2025/7/17 | BIND 9.20.x0OAE554 (DNSH—EXD{ELE) (CDWT (CVE-2025-40777) serve-staleDEEARES

2025/10/23 | (882) BIND 9.xORE3E™ (DNSFvy 1A X JOfERIE) (CDWT EDZZ T AN H H
(CVE-2025-40778) BROEEARES

2025/10/23 | (882) BIND 9.xDAfEs81E (DNSFvv 1A X J OINFERME E) (CDWVWT REIELERESE (PRNG)
(CVE-2025-40780) DEEARES

2025/10/23 (822) BIND 9.x0OHes5% (GAFRILRCPUEMRINDGZEF) (CDWT DNSKEY RROEWNIKL)
(CVE-2025-8677) EN=y

2026/01/22 (822) BIND 9.xOHEs5™ (DNSH—EXDELE) (EDWT BRID/HHIT RROEINL)
(CVE-2025-13878) N=

2026/03/26 | BIND 9.20.x0ie55™ (DNSH—EXD{ZE1E) (CDW\WT (CVE-2026-3119) TKEY RROEWWIRVWAES

2026/03/26 (822) BIND 9.20.x0es5E (AEUI-H0FESE) (CDOWLWT (CVE-2026-3104) DNSSEC7FT£.=IEHH0)

EDIRVWAES

2026/03/26 | BIND 9.20.xM0iE55% (ACLDINAJVR) (CDWT (CVE-2026-3591) SIG(0)DYUEAES

2026/03/26 (822) BIND 9.xDOME55™ (GERIRCPUBRMRIOEF) (CDWT NSEC3AEEEEAD
(CVE-2026-1519) EOIVWVAES
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Aess1¥15¥k (BIND) [2/2]

NS A4 ML (BessETIEECHIRN) Megs 14 DIRE
2026/05/21 (8222) BIND 9.xDREs5 (XBUAREDFEE) (CODWT (CVE-2026-3039) TKEY RROEWDINVWAES
2026/05/21 | BIND 9.xDES5E (RyhI—IFi3OBRIREE . TCPOBEREEOFLE) (CDWVWT | IWWYILIN— (gEBUé
(CVE-2026-3592) BRIBRODEREAES
2026/05/21 (2232) BIND 9.20.xDRes81E (AEBUMEROFELE) (CDLWT (CVE-2026-3593) DNS over HTTPSO=
~BEE
2026/05/21 (822) BIND 9.xDRes5 (DNSH—-EXDELL) (CDWT (CVE-2026-5946) INM%@G?Z’E%DDNS
AvE—-IDEOIRVWAES
2026/05/21 (822) BIND 9.20.xDAEFEE GREIARBOFELE) (COWT (CVE-2026-5947) SIG(0)DIEARE S
2026/05/21 | BIND 9.xDREs5 (X EDOERI-TOFRLE) (CDWLWT (CVE-2026-5950) TIWIIIIIN—(CHITS

AERY— I\“ —DIN\YRUYY
WIEARBS
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Ress1®15%k (BINDEIS) [1/3]

YNBSS 94 MY eSS TETRECHIRMR
2025/7/18 | Unbound®fssttiBsRN BN (CVE-2025-5994) EDNS Client Subneti=IE F T
FrYvSARA AT D DR
oJEEME B
2025/7/23 | Knot Resolver®ffess 4 IEERMARINEHLE DoSKEE T HE
2025/7/24 | PowerDNS Recursor®iEssHEIEIRNARENELR EDNS Client Subneti=iEFTD
(CVE-2025-30192) FrvSARA XD DRI
oJEEME B
2025/10/27. | Unbound DRESEIEIBIRNABISNELE (CVE-2025-11411) BEGSICED
2025/12/1 FrvSaARA XD 06EE
2025/10/27 | PowerDNS Recursor®iEss RN ARENELE BAEICE/IPISI AT —23UTLD
(CVE-2025-59023. CVE-2025-59024) FrySamAXZ2 I8
2025/12/11 | PowerDNS Recursor®iEss 4 IFERIMARENEL DoSIEE O] AL
(CVE-2025-59029. CVE-2025-59030)
2026/2/13 | PowerDNS Recursor®AfEssEIEERIM A ARENEL DOSIZEET] AL

(CVE-2026-24027. CVE-2026-0398)
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Aess1®15¥k (BINDELSt) [2/3]

NG| A4 NV fess T BRI
2026/4/27 | PowerDNS RecursorDffesg & |aEikh Nz DoSIEEDJEE (914)
(CVE-2026-33256. 1t181%4)
2026/4/27 | PowerDNS Authoritative Server®BfEss & IEIRNM AN EL DoSIEEDJEE (514)
(CVE-2026-33257. 1th54%) BERAV (114)
2026/5/15 | Windows DNSY51 7> MORESE BN SN FEUR RCE. 75147 > POSHEMSR
(CVE-2026-41096) CVSS 3.1:9.8
2026/5/25 Unbound®ifass$ &R A FENFUZ (CVE-2026-33278. 11044) RCE (11%)
DoSKZEERIEE (41F)
HIEE RAA >SS IEDZTE (114)
NIA-IVR - Y—EAREIET (41F)
FrvSaARAA=Z>DD
pInelgetdE £/ (11F)
2026/5/25 | PowerDNS Authoritative Server®ffess gk FHENZFLE DoSIZEDIEE (41F)
(CVE-2026-42002. ftha44) TBERRA L (144)
2026/6/12 Windows DNSY54 7> hOREES [ IBEHRN AN FUE $SHERIE. 75147 MOSHRISR
(CVE-2026-41108) CVvsSS 3.1:7.0
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Ress1®15%k (BINDEIS) [3/3]

NSS! 4 N fess 14T HEC DR

2026/6/29 | NSDOESsEIBIERN SN FLIZ (CVE-2026-12244. RCE (114) . DoSHZEEnJgE (114) .
(F3E) CVE-2026-12245. CVE-2026-12246. CVE-2026-12490) F—=HEA (1) | BEEE (114)
2026/6/30 | PowerDNS Authoritative Server®ffEsg$|giERM A \FHENFLUE DoSIEER]EE

(F3E) (CVE-2026-42005)

2026/6/30 | PowerDNS Recursor®ffEssitisimh A\ panELlz *ij?lﬁ‘f A=>P0ge (21) .
(FE) (CVE-2026-33612. fth74) RERRALL (11F) .

SATFLVY—ADHEE (1) .

ZONEMDL O — FREEAR+9 (11F) .

DoSEZEnIaE (21F) .
DNSSECHREET S —%E (11F)
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