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® CZ.NICTI(IHERIDNSY J b1 77 & L CTKnot DNSERFE
® Knot Resolver(dKnot DNSD - = 'J(knot-libs) % #I|

LTofs#EZISOUYVILINY I DT 7
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H JILVFOCXTEME(D DT OCABOEER L, FrwvE 1(3HA)

IN—=3>(35.xhstable. 6.xhblearly-access
o LIV )LKDir%
® [6.0.x are “early access” versions, not generally recommended for production use. |

© NTT Communications Corporation All Rights Reserved. 5



DHTI.MEE FH %

5.x&6.xXDEWCDNT(1/4) gosoms

Knot Resolver 5.x OEEAEE T ADRZ B

- BEN LW OTRARICEDE TEHIEE _

# systemctl start kresd@1.service - SEBIDIEHIC@QUBEZ I ——O(CTBUITHERLY)
# systemctl start kresd@2.service - B Uconfig TEE DT O RN ERK
# systemctl start kresd@doh.service - BT O XMNUDP 53&/R— hZzlisten (TCP(X17 0Ot X)

# ps -eo user:13,pid,args | grep kres[d]

knot-resolver 95284 /usr/sbin/kresd -c /usr/lib64/knot-resolver/distro-preconfig.lua -c /etc/knot-resolver/kresd.conf -n
knot-resolver 95294 /usr/sbin/kresd -c /usr/lib64/knot-resolver/distro-preconfig.lua -c /etc/knot-resolver/kresd.conf -n
knot-resolver 95687 /usr/sbin/kresd -c /usr/lib64/knot-resolver/distro-preconfig.lua -c /etc/knot-resolver/kresd.conf -n

- knot-resolver.serviceZ#tH) 9 3 EconfiglCigEk Lie O RE(C
ahtTTOtXZiiEsH

Knot Resolver 6.x OEEAEE T RADRZ B

# systemctl start knot-resolver.service + config.yamlIh*Skresd.confA* B EHAERK

# ps -eo user:13,pid,args | grep -e kre[s] -e python | grep -v grey

knot-resolver 241732 /usr/bin/python3 -s /usr/bin/supervisord - .nfiguration /run/knot-resolver/supervisord.conf
knot-resolver 241736 /usr/bin/python3 /usr/bin/knot-resolver -- onfig=/etc/knot-resolver/config.yaml

knot-resolver 241741 /usr/sbin/kresd -c kresd0.conf -n

knot-resolver 241743 /usr/sbin/kresd -c kresdl.conf -n

knot-resolver 241745 /usr/sbin/kresd -c kresd2.conf -n

knot-resolver 241773 /usr/sbin/kres-cache-gc -c /var/cache/knot-resolver -d 1000 -u 80 -f 10 -1 100 -L 200 -t0-m 0 -w O

© NTT Communications Corporation All Rights Reserved. 6
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# systemctl start kresd@1.service
# systemctl start kresd@2.service
# systemctl start kresd@doh.service

# ps -eo user:13,pid,args | grep kres[d]

knot-resolver 95284 /usr/sbin/kresd -c /usr/lib64/knot-resolver/distro-preconfig.lua -c /etc/knot-resolver/kresd.conf -n
knot-resolver 95294 /usr/sbin/kresd -c /usr/lib64/knot-resolver/distro-preconfig.lua -c /etc/knot-resolver/kresd.conf -n
knot-resolver 95687 /usr/sbin/kresd -c /usr/lib64/knot-resolver/distro-preconfig.lua -c /etc/knot-resolver/kresd.conf -n

- BIETOCROEISRREDON 3 DEFE

e — - supervisord(Z7 O X &R % X
Knot Resolver 6.x OEN5AE T O ADRZ T - knot-resolver K2 X 7T Nk S7ED -
# systemctl start knot-resolver.service - kres-cache-gcl3H €S < AN=2ALT 5

# ps -eo user:13,pid,args | grep -e kre[s] -e python | grep -v grep

knot-resolver 241732 /usr/bin/python3 -s /usr/bin/supervisord --configuration /run/knot-resolver/supervisord.conf
knot-resolver 241736 /usr/bin/python3 /usr/bin/knot-resolver --config=/etc/knot-resolver/config.yami

knot-resolver 241741 /usr/sbin/kresd -c kresd0.conf -n

knot-resolver 241743 /usr/sbin/kresd -c kresdl.conf -n

knot-resolver 241745 /usr/sbin/kresd -c kresd2.conf -n

knot-resolver 241773 /usr/sbin/kres-cache-gc -c /var/cache/knot-resolver -d 1000 -u 80 -f 10 -1 100 -L 200 -t0-m 0 -w O
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# systemctl start kresd@1.service
# systemctl start kresd@2.service
# systemctl start kresd@doh.service

# ps -eo user:13,pid,args | arep kres(d]

knot-resolver 95284 /usr/sbln/kresd c /usr/lib64/knot-resolver/distro-preconfig.lua -c /etc/knot-resolver/kresd.conf -n
knot-resolver 952948 /usr/sbin/kresd jc /usr/lib64/knot-resolver/distro-preconfig.lua -c /etc/knot-resolver/kresd.conf -n

knot-resolver 95687} /usr/sbin/kresd fc /‘Iib64/knot—resolver/distro—preconfig.Iua -c /etc/knot-resolver/kresd.conf -n
- knot-resolver®A&AK(FL\ ST NEKresdT—E>

ESS = - BEDOY U - - hMeRJIBJUICES TS5 EFRRE—
Knot Resolver 6.x tCE5 ﬁ(‘:_jljtz@% - REASHGUTEEERC) Sy FHAE BENS
# systemctl start knot-resolver.service - GEMECSEWNIREED ?

knot- resolver
knot-resolver
knot-resolver
knot-resolver
knot-resolver
knot-resolver
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5.X&6.XMDiEVCDULT(4/4) Bosa,
Knot Resolver 5.x #JHAconfig Knot Resolver 6.x d#JJHAconfig
# cat /etc/knot-resolver/kresd.conf # cat /etc/knot-resolver/config.yaml
-- Network interface configuration rundir: /run/knot-resolver
net.listen('127.0.0.1', 53, { kind = 'dns' })
net.listen('127.0.0.1', 853, { kind = 'tIs' }) workers: 2
--net.listen('127.0.0.1', 443, { kind = 'doh2' })
net.listen('::1', 53, { kind = 'dns/, freebind = true }) cache:
net.listen('::1', 853, { kind = 'tls!, freebind = true }) storage: /var/cache/knot-resolver
--net.listen('::1', 443, { kind = 'doh2' })
logging:
-- Load useful modules level: info
modules = {
'hints > iterate', -- Allow loading /etc/hosts or custom root hints network:
'stats), -- Track internal statistics listen:
'‘predict], -- Prefetch expiring/frequent records - interface: 127.0.0.1@53
b
management:
-- Cache size unix-socket: /run/knot-resolver/kres-api.sock
cache.size = 100 * MB
(. 5.x(FluadA—~wv ;. 6.xldyamlTA—-<Ywv ~ )
«  6.xDconfiglFEBEFIF(Cluad 4 —< v MBI TEHEND(/var/run/knot-resolver/kresd0.conf)
o Jua&kyamlE1xF1xdiS U TUVRWEsbyamI T A —Xw M TR TERVERTED D $F (CrpzE D)
« 6XTHBIlUaTA—VY FEUTERRTEDZHRE(CIHU Tlua TR T B (/2 LIRS, FFHlI~Y =177 L)
\* E<ESTEAEEL. SOE36.xEHE(6.0.14%HE. 6.0.15UETATS 3> 2N BL EEESNDLSTY) )
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( # dnf install 'dnf-command(copr)' )

( # dnf install epel-release )

# dnf copr enable @cznic/knot-resolver
# dnf install knot-resolver6

B LT (HER
# dnf install knot-resolver-module-dnstap knot-resolver-module-http

# dnf socat
(socat(dknot-resolverOEIRAPICIEIZ 7 )T AT DEFHAEFRDTA A R=)LULTHI)

B AN IUAER

# rpm -ga | grep -e knot -e socat
knot-libs-3.3.10-1.el9.x86_64
knot-resolver-6.0.14-cznic.1.el9.x86_64
knot-resolver-module-dnstap-6.0.14-cznic.1.el9.x86_64
knot-resolver-module-http-6.0.14-cznic.1.el9.x86_64
socat-1.7.4.1-5.el9.x86_64

(X)DWNBFaAX> DU D
https://www.knot-resolver.cz/documentation/v6.0.12/gettingstarted-install.html

1
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® TOHNSEEIIHEE TR L THA

)

Expand all Collapse all

Knot Resolver configuration JSON schema

Version Knot Resolver 6.0.13

root » version

Type: integer | Default: 1

Version of the configuration schema. By default it is the latest supported by the resolver, but couple of versions back are be supported as well

root =»
Type: string or null i Default: null

Name Server Identifier (RFC 5001) which allows DNS clients to request resolver to send back its NSID along with the reply to a DNS request.

hostname
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BEICDWT

network:

listen:
- interface: ethO@53
- interface: lo@53

# edns-buffer-size:
# upstream: 1232B
# downstream: 1232B

# out-interface-v4:

# - interface: xX.X.X.X@53
# do-ipv6: true

#

views:
- subnets: [ 0.0.0.0/0, "::/0" ]
answer: refused
- subnets: [ 192.0.2.0/24 ]
answer: allow

(CK)BAEENETRVWEIZOX> R b [#] TKRE.

© NTT Communications Corporation All Rights Reserved.
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- 7’0 J)LIFudp53(tecp53). doh. dot. xdplZHFi&
- IFRWIPTOIBEN I EE

- EDNSODOY A X5 T A)L bT1232)\1 &

(HOSAT77> . JERMDNS EEID)

- BEETIAI MEOFFTRUVLVDTRERE

- RIEBWEHEOBRICEDSIPIIEE RIEE

- XER— MOIETEHIPR (EAT]
- ERTENRTFNUZOSDIL—F« 2T ITHRED

- IPVAZABIE(ICT DAT S 3 > (378 U (IPve DN (F R HE

- ACLE%TE
- tagfFFHC KBNS —RENBIREIEA T v S 1 DB EAT]

- BINDODViewWD L DIMEWVNS ETER0N
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F v aiE

cache: c SRTENRVGEIET I AL S TEME

storage: /var/cache/knot-resolver - FJA)L MBI A SR RAMT « O DIBE

size—max: 100M reboothF(CT—4~ (TR

tti-ma: 1d BREF Y YS 1T R IR

s-timeout: 1000ms - >(\:E 'J%RAM?“/]’XU\“S L CfED & %EeEm b .
# prefill: - T IAILSTEYAXHINESVNDTF 21— TO N E
# - origin: "" ) o )
# url: https://www.internic.net/domain/root.zone | * ttI¥otimeoutDEETENT T A )L METERESNTL\DEH
#  refresh-interval: 12h CES5EF 1 -0 nE
# ca-file: /etc/pki/tls/certs/ca-bundle.crt

- local root zone(RFC8806)(Zprefill €21 —)L TE%&E
- FJA)L NEZD

(X)) LEFT T AL MEZECE (prefill(FFT T A )L RERERL).
WME(CIEU TFa1—Z2 T % E N

© NTT Communications Corporation All Rights Reserved. 14
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Knot ResolverDEEEICDUWLWT ~ATS 3 iae~ dosome

HEERSE INSA—5% I A )L ME £

QNAME minimization minimize true fallbacki&t&dn D

QNAME Case randomization | query_case_randomization | true violators-workaroundsZzBsh(CT D &
ZHIFERARB]DE (Cfallback 93

RDEY FMRUI T YADIRE refuse-no-rd true T I A)L N Crefusels&

DNSSD> RrOE> reorder_rrset true

JUJIVF prefetch false

DNS rebinding*& rebinding-protection false AL J— RENT SAXR— KNPDIHEI(C
refusediG&ZiR 9 (77 A )L boff)

Minimal-response AN, AN, Bege(IB®. F1——>TARH]

Aggressive Use of DNSSEC- | 2L AN, Kee3BR, F1——> A0,

Validated Cache(RFC 8198)

Type=ANYADGE 20U 20U NOTIMP#EIGE, F1—=>/)AH],

DNS CookieRdi& AN 72U RFC7873(FIEXT IS

EDNS Client Subnet(ESC) 20U 2L RFC7871(F3Ext i

ServfailDFvv1 AN, AN, servfail-ttIHZ DHEEEIR U

© NTT Communications Corporation All Rights Reserved. 15
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Knot ResolverDiEEEICDWT ~TF1U5 1 e~ disw

#rate-limiting - rate-limit#égEd D (5T A )L MERD)

#  rate-limit XXX - IXAETTIPR— X Drate-limit

i ;T_sptant—llmlt go - dry-runtége B30 TOVonlyE— RTHOU U —IH'E]EE
|

# capacity 524288

# log-period Os

# dry-run false

#dnssec: - DNSSEC(/\UF—= 32 )#EeEH D (7T A)L NERD)

# trust-anchors-files: g e
# - file: /var/lib/knot-resolver/root.keys » RFC5011. 8145, 8509(CHIN(T )L hE3D)

# read_only: false ¢ %ZKE’\] (:Eﬁbﬁg%z{g(ﬁﬂgazﬁxg)
# trust-anchor-sentinel: true
# trust-anchor-signal-query:true

AT T HEE

- TCP7 A RILDA LT D MI1#(luaTEEH])
- TCPOERAIERGENIEETE ] (tep-clientstH R DH#EEETR L)
- RIERIWE DD L REEEART] (recursive-clientstE X DRETR L)

CX)BAEEN A TI(F/RWZSH IR K7 T b [#] TKREC.

© NTT Communications Corporation All Rights Reserved. 16
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Knot ResolverD#HEEICDWVWT  ~ rpziae~ dosoms,

local-data:
rpz: - rpz(3@Hlocal-data TEEZAT D (L EHR)
- file: /etc/knot-resolver/blocklist.rpz - JZI2 U—EBODHEREN BME LI LY
09: [hame, bl - A TR B CEMIER CBET B
9: - 1272 UluadDFIFB (3 E3ER
#lua:
# script: |

#  policy.add(policy.rpz(policy.DENY_MSG('domain blocked.”), '/etc/knot-resolver/blocklist.rpz’, true))

- local-datalCEeih g B FE T T O L DRENME (X)lua TDEIR(EA—H—FEHRTHDZENS
-V—2TJ7A)UCALO— RUDRWNEE, ZDMDL O— R(AAAA) FEDSELD LR AAZBT7T S T#] TR,
- DAL RA— R)IEEMEL RN
- watchdogh &1L\ TLVRL\(truelC 9 D EEEEAE])
-JOvoUuloITURF=OTICHEAT D ENTEE

- lUa AR TERUILHBS (I T DOEME
-V =>2TF7AILICALO— RUNMRWES. €MDl J— R(AAAA)EINODATAIGE
-DAILRA—R()EEETD
- watchdoghMs&ETEY — > 2 E SR B & BEIRM (watchdogDEEZN G HJAE
- O HAE](DNSTAPT'domain blocked. MX=F3T I« JLAF T B EVD e G (EE]EE

© NTT Communications Corporation All Rights Reserved. 17
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B DEEIC
(f51) _
BUFD 3 DD TESH A4E S 0.0.1:8453/metri i+
® management APIZFEW3(FrlEH D) R i A L
@ graphite protocol Tifist&ix(E
® kresd—E> Dcontrol APIZEL\D (f5i))

# socat - UNIX-CONNECT:/run/knot-resolver/control/0
> cache.stats()

OQTHSHHERED
® T U#(udp/tcp/doh/dot)
® L R>Z#(noerror/nxdomain/servfaill. IS0 8DAT> )

@ THUSBIREIRED
® i w=1Mread#i. hitblER(=Fr v 1bw FEHNEUSOIEE
® i w= 1mUsage
o HAX

BBVRIEI AT LAOO0TETOCADEE T

wst g T OEABOEH I EAEShB=haEnEhBE 00 HhENE S

© NTT Communications Corporation All Rights Reserved. 19
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OTVUDOSHAICIIDNSTAPZRAWS (GREFITIUT)

logging:
dnstap:

unix-socket: /run/knot-resolver/dnstap.sock

log-queries: true 75477 >~ ~ Knot Resolverfidd T & L AR X
log-responses: true

(Knot Resolver ~ #RIDNSfE Do T U O7 (FHHARHE])

21TVO090Y>7)L(DNS-collectorZ VWS I 7 1 )LiHH)
# tail -f /var/log/knot-resolver/query.log

2025-06-03T06:02:14.182627Z - CQ - 127.0.0.1 47918 IPv4 UDP 54b example.jp A 0.000000000
2025-06-03T06:02:14.192254Z - CR 0 127.0.0.1 47918 IPv4 UDP 58b example.jp A 0.000000000

- ISONFE THAI I NUE K DEFHIRIBEHRNIESND
(DNSTAPO S 7> hOBERD TSEFEAAEE)

- EDE(Extended DNS Errors)(CXt it L TULNB T8,
ServfailOJZ=HHESED EFT/ NI (/LD

© NTT Communications Corporation All Rights Reserved.
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® CZ.NIC& 24y

I U—H7R— MERIE)
e X—J>TJUX K
® CZ.NICODgqitlubllissue#kes
® Gitter

TDfth : EF1VUFT v [CEAT DI\ VS
® PGPZ{E> TSIt Uc L ChRFE T(FAFE) (SERS
® EHIRLEH (IR Y1 bR
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[2E] BEICHRESNIZCVEBS E/INYVFUDY—-—X  disws

1.5.2 (2018-01-22) CVE-2018-1000002
2.3.0 (2018-04-23) CVE-2018-1110
2.4.1 (2018-08-02) CVE-2018-10920
4.1.0 (2019-07-10) CVE-2019-10190.
CVE-2019-10191
4.3.0 (2019-12-04) CVE-2019-19331
5.1.1 (2020-05-19) CVE-2020-12667
5.3.2 (2021-05-05) CVE-2021-40083
5.5.3 (2022-09-21) CVE-2022-40188
5.7.0 (2023-08-22) CVE-2023-46317
5.7.1 (2024-02-13). CVE-2023-50868.
6.0.6 (2024-02-13) CVE-2023-50387(KeyTrap)

2018/1~2025/60DM7FET124+
® CVEESHIIE5 N TULVRUESES (S IR
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EEEICDWT gospes
Sl S 2 IR EsE S ERD /4 Kt

SBRIRIR
e CPU: 81716XL vk
® Mem: 64GB
® NIC: 10Gbps
e Sfy: NATEC T CRRA&ER NS v o%EI

® 20/3qpsENNNEFICORHY0.5%KH
® CPUERAZ(L60%IEE

FiR
® NATEC T T/RIFNUEL30gpsE TIFIETEZED
® A —T177CPUZFRAINUIEE(CERER EDRIAFHHD D

® XDPICHEMILL TWLWDIZE. XDPZEED CHDDEHERHED
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2T WEE2 EE%E,
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— m— docomo
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IN—=3>5.x&6xlClFENENAVUY S - FAUY RHD
® ConfiglDEE o9 = & REAFAZEE USOlI6.xZRE

BAREBEVPHUVWVEREEULODMDRERENTNS
® fZIZU6.xIdrpzA D DEFEHTE < lua TOFEENMNE(CIRDT—RAHD
o T FHk(IA UHIE DIV E (TG U TDNSTAPZ{ED)

AESHLUMRSEECDONWTIEIVY—-XR ) — SR

H8e(CRAUTIISEIZEZRAT
® 20/3qpsIFIERIEE T D & &= SR
® N> v)ZESIEHIT(ICIEICPUOEHDLZ N — )\ ZIRAITIERTED

Pl ik
® 6.xldearly-accessCTNY 1 7J)LICHE [RBRIB(C(FHERURV] &b DIzsbstable
[CIRDFTIIMEFZRDICEZARRAA
® HEEE - MEEEIXL DM L TLBTZHPoCE U THEL VRS DDIFOK
® JHAconfigICIPs®E. ACL. v v a1HAXDEE. +aDREE I DT
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