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I€H TOPICS ABQOUT TOPIC WORKING GROUP

DISCUSSION COMMUNITY

S =¥
Quantum computers are progressing quick
demonstrations of guantum advantage within the next five years. Most experts
agreed in a poll that a quantum computer capable of breaking 2048-bit encryption is Countdown to

— 0429209 04 01

Years DEV Hours Minutes Seconds

https://www.ibm.com/think/topics/quantum-safe-cryptography

20345

Home > Research > Working Groups > Quantum-safe Security

https://cloudsecurityalliance.org/research/working-groups/quantum-safe-security/

The three new standards are built for the future. Quantum computing technology is developing rapidly, and
some experts predict that a device with the capability to break current encryption methods could
appear within a decade ~, threatening the security and privacy of individuals, organizations and entire

nations.

https://www.nist.gov/news-events/news/2024/08/nist-releases-first-3-finalized-post-quantum-encryption-standards
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Internet Engineering Task Force (IETF) J. Levine < OFEIFIH
Request for Comments: 8463 Taughannock Networks
Updates: 6376 September 2018 ﬁbb\---

Category: Standards Track
ISSN: 2070-1721

A New Cryptographic Signature Method for
DomainKeys Identified Mail (DKIM) Ed DSA
. s - — -
X ECDSATRRWC LITER

This document adds a new signing algorithm, Ed25519-SHA256, to
"DomainKeys Identified Mail (DKIM) Signatures" (REC 6376). DKIM
verifiers are required to implement this algorithm.

Abstract

https://datatracker.ietf.org/doc/html/rfc8463
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MAY 04, 2022

THE WHITE HOUSE Administration The Record Briefing Room Visit Espafol MENU l

N atlonal Securlty Memorandum on Sec. 3. Mitigating the Risks to Encryption. (a) Any digital system that uses

PI'OHlOtiIlg United States Leader Shlp in existing public standards for public-key cryptography, or that is planning to
Quantum Computing While Mitigating transition to such cryptography, could be vulnerable to an attack by a CRQC.

To mitigate this risk, the United States must prioritize the timely and

Risks to Vulnerable Cryptographic
Systems

Em:] » BRIEFING ROOM » STATEMENTS AND RELEASES

equitable transition of cryptographic systems to quantum-resistant

cryptography, with the goal of mitigating as much of the quantum risk as is
KRS EWPNEEN Currently, the Director of the National Institute of Standards
and Technology (NIST) and the Director of the National Security Agency

NATIONAL SECURITY MEMORANDUM/NSM-10

(NSA), in their capacity as the National Manager for National Security

Systems (National Manager), are each developing technical standards for
quantum-resistant cryptography for their respective jurisdictions. The first

sets of these standards are expected to be released publicly by 2024.

https://www.whitehouse .gov/briefing-room/statements-releases/2022/05/04/national-se curity-memorandum-on-promoting-united-states-leadership-in-quantum-computing-while-mitigating-risks-to-vulnerable-cryptographic-systems/
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(CNSA) %Z Ver 2.0(CE# = CNSA 2.0(FMEFMH/RI7)LT U XL THER

CNSA 20 Tlmellne CNSA: Commercial National Security Algorithm

2022 2023 2024 2025 2026 2027 2028 2&9@ 2031 2032@ 2030~2033$§t“
o CNSA[CE£'1T !

Software/firmware signing RN

Web browsers/servers and cloud services

o
Traditional networking equipment v <DD}HUZ>II
—
- NSRS
Operating systems . (]
) VNN RRR SRR RN "\‘\'."9

o

ML-DSA (CRYSTALS-Dilithium)

ML-KEM (CRYSTALS-Kyber)
Custom application and legacy equipment > . ;ﬁﬁ@ﬂﬁ"%

Niche equipment

s d AES-256, SHA-384/512
NN SA 2.0 added as an option and tested . ‘Jj '\IjIT%...E%ﬁ
FIERI THS757 T DDeadline 55 |- XMSS, LMS

NSA [Announcing the Commercial National Security Algorithm Suite 2.0] &D

https://media.defense.gov/2022/Sep/07/2003071834/-1/-1/0/CSA_CNSA_2.0_ALGORITHMS_.PDF
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« 202586H6HICEO 14144(Cx%9 d2IE (Amendment) H\F

S CED BT me WHITE HOUSE n I E— B—
PQCHEATIYYR  CISAIE, PQCHGESANA < FIARIHE BUREZ#S EERL
k BEAHTIVOYZXN%E180BLAIC  (December 1, 2025% TIZH1T) T ORISR
RITL. EHRNICEHT S (EIE4S Sec. 2(d) 4(F)(i))

(EO 14144 Sec. 4(f)(i))

PRESIDENTIAL ACTIONS

PR HEAFTUNUZAMCEBEShTHS E2HIER BEAGEE
BRI, BMRAIREMNTIVD  (BESTHER) I BER =
HREERICPQCHGZERYT 5
(EO 14144 Sec. 4(f)(ii))

SUSTAINING SELECT EFFORTS TO
STRENGTHEN THE NATION’S CYBERSECURITY

BEJATLA XY RNT—0EF2 VTG Y— STELHIER EAGER
AND AMENDING EXECUTIVE ORDER 13694 Pal || CarmcumaRRLm, Kk | metmm EEoRRER
TN\ 7Yy NI Z T RERR IR D
AND EXECUTIVE ORDER 14144 A7) e
(EO 14144 Sec. 4(f)(iil))
Executive Orders June 6, 2025

ElfRiES - #HE EH ENISTH EEE BT - EHS TR EAGESR
IC3 L. NISTE#E(LOPQCZILTU XL (BESTHIR) ERRR2PQCHEEE T E) %
ADOBITZRT L S90EURICHKE - @1k

By the authority vested in me as President by the Constitution and the laws of the United 5T 3

States of America, including the International Emergency Economic Powers Act (50 US.C.
1701et seq.), the National Emergencies Act (50 US.C. 1601 et seq.), section 212(f) of the
Immigration and Nationality Act of 1952 (8 U.S.C. 1182(f)), and section 301 of title 3, United

(EO 14144 Sec. 4(f)(iv))

Statos ot e herey orsoracs TLS 130G NSS (EIB5#) SFENSS (OMB) 7.  EUHEEMKS TEL
2030561 H52B £ TICTLS 1.3MEADX  ({EES Sec. 2(d) 4(F)(ii) TLSRA I3 8E8E

Section 1. Amendments to Executive Order 14144, Executive Order 14144 of January 16, BREEBRRETTS
2025 (Strengthening and Promoting Innovation in the Nation's Cybersecurity), is hereby (EO 14144 Sec. 4(f)}(v))
amended by:

" ) . one 2i60.2 ) PQCEARM BFOYE1—Y0BRMECRQC (B8 RAUCRE#S EE2L
(a) striking subsections 2(a)-(b) and redesignating subsections 2(c), 2(d), and 2(e) as REEEETY ¥ _9) DEE. (ETES Sec. 2(d) 4(O)EE) §$B‘]E%iﬁ§’3§ﬁli;¥ﬁ
subsections 2(a), 2(b), and 2(c), respectively; NSM-10~ADE &

(b) striking the first sentence of subsection 2(e); (EO 14144 Sec. 4(f) R )

https://www.whitehouse.gov/presidential-actions/2025/06/sustaining-select-efforts-to-strengthen-the-nations-cybersecurity-and-amending-executive-order-13694-and-executive-order-14 144/

\
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CRYSTALS- ML-KEM FIPS 203

Kyber (Module-Lattice-Based Key-Encapsulation Mechanism)

CRYSTALS- ML-DSA FIPS 204

Dilithium (Module-Lattice-Based Digital Signature Algorithm)

SPHINCS+ SLH-DSA FIPS 205
(Stateless Hash-Based Digital Signature Algorithm)

FALCON FN-DSA FIPS 206

(FFT (fast-Fourier transform) over NTRU-Lattice-Based Digital ~ XIRTEREH
Signature Algorithm)

HQC 2?7 FIPS 20X (?)
X 20275FE
- FIPS 203 ML-KEM (Kyber): https://nvipubs.nist.gov/nistpubs/fips/nist.fips.203.pdf

- FIPS 204 ML-DSA (Dilithium): https://nvipubs.nist.gov/nistpubs/fips/nist.fips.204.pdf
- FIPS 205 SLH-DSA (SPHINCS+): https://nvipubs.nist.gov/nistpubs /fips/nist.fips.205.pdf
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HFIU— ZIIUX L% FIR9 SRIE T—IYALX (byte)
NEE S R 55 X/E%
( o

NHIHEIES ~ CRYSTALS-KYBER Module-LWEFRRE 800 1,632 760
/KEM BIKE QC-MDPCTFE®MSDP @ 1,540 280 1,572
Classic McEliece ~ GappafFSdSDP “% 261,120 6,492 128
HQC Quasi-CycleRF5dDSDP ( %% 2,249 40 1,572
FS4)EBE  CRYSTALS- Module-LWERISE e 1,312 2,528 2,420
DILITHIUM o,
FALCON SISiRE /fe““ 897 7,533 666
SPHINCS+ I\ 1 BB ZRZRRIRE % 32 64 7 856

X 128bitEZ £ ERIA ULBROT—FH1 X
X KF - RUKE O ROBE

i¥il(%. PQC Standardization Process: Announcing Four Candidates to be Standardized, Plus Fourth Round Candidates
https://csrc.nist.gov/INews/2022/pqc-candidates-to-be-standardized-and-round-4
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PQCFZIIJVURXALET—FHA XLLE (256bitZL£HZ)

HAF3AY— | FIJVUXL%E FIR9SR=E T—IYAL X (byte)
NEEE: MEEHE 55 X/E%

NFSEIES  CRYSTALS-KYBER Module-LWERIRE e 1,568 3,168 1,568
/KEM BIKE QC-MDPCHEMSDP %% 5,122 580 5,154
Classic McEliece Gappafi=®DSDP o 1,357,824 14,120 240
HQC Quasi-CyclefFSmSDP . “% 7245 40 14,469
F45)VE% CRYSTALS- Module-LWEFRS22 Yoo 2592 4,864 4,595
DILITHIUM (o,
FALCON SISRIRE /,f““ 1,793 13,953 1,280
SPHINCS+ J\W 3 1 BEROEZIERRIE 7 64 128 49 856

X 256bitZEREHEZRIRUIZBROT -5 X
X KF - RUKE O RDBFE

i¥il(%. PQC Standardization Process: Announcing Four Candidates to be Standardized, Plus Fourth Round Candidates
https://csrc.nist.gov/INews/2022/pqc-candidates-to-be-standardized-and-round-4
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* DNSH'5 R B3EPQCHEATIEI DNSA > J503+v )\ S A MiE INADHKE,
e 2XDVVSE AV TFEIRN B EIFOEPE [([CADIIRRE

DNSH'5 R 2D EPQCHATISIESIZITODREIZIT TER<
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EDL SL\DEEHLSDIDH ? ERADDE (L MO PHRrCURITY S IERAE
NHIBIRNMSENENDER R TLEEI I BAET. HZENRB XKD

UY—X ECDSA | ML-DSA FN-DSA SLH-DSA
(Dilithium-2) (FALCON-512) (SPHINCS+-128s)

wi5k//\TY 64 byte 2,420 byte 666 byte 7,856 byte
~ (x1) (x38) (x10) (x123)
A==/ «x1 X38 x10 X67 *2
Frwva
CPU&Ear x1 X8~12 X4~6 x15 * 3
% 128bitZ 210
. ﬁat:!i/)\b'v ;b (x1) - CPUAT (%3)
https://openquantumsafe.org/libogs/algorithms/sig/dilithium.ht » https://blog.powerdns.com/2024/07/15/more-pqc-in-
mi powerdns-a-dnssec-field-study
« https://openquantumsafe.org/libogs/algorithms/sig/falcon.html + https://www.ndss-symposium.org/wp-

- https://openquantumsafe.org/libogs/algorithms/sig/sphincs.ht content/uploads/2020/02/24203. pdf
mi

e« ABL—3/FvVvSa (kx2)

« https://blog.verisign.com/security/post-quantum-dnssec-
preparation/
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« EDNSO : TCP JA—)L)\w U ZHIE I NIFE7> T T4 —>3 > BARESHIRIADDH,
w3288 DoS DORIgEEE ?
« Resource Record Signature (RRSIG) B+ XDIEF
« UDP 1232 byte®lfRICkyvbd — ML-DSAZSOERILEL eI {bEd TC=1
o VBB ARAbEFRETR b
. com V—> BITBLEHELT SLH-DSA —67 {&. ML-DSATH 37 {E(CEE (Verisignit&)
* TLD t° cCTLD O)\WI7vT/Z5—mhBE= N EIChRIRRE ?
« BLZIREIIAMN IXIF—HESIEN
. ML-DSA #&:if(3 ECDSA 0845, SLH-DSAT154% (PowerDNS 288 LD)
o )LM=\ TERE EBIEEESD = 15 MWh LiEEt (ECDSA— ML-DSA t))EHE)

IRERE...
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» PQCHIISCE 9 D IETVRARFCIIFRITRE SN TLVRLY
- REEICETTERBREMBHXBNERIELTNSD

« PQCHISCENTITZE T4 —IL R X b

e MKDODNSERMBH (SIDN LabsYodeSEC/RE) YoEZET
~ (ISCOBIND 9. PowerDNSEE) HiEH

» PQCE4 (FALCON-512%°Dilithium-2. SPHINCS+128s.
XMSS) %%Bﬂ(ZDNS/\E“i - 7~ A N

. IETF’(DICANN/\}( |\/\‘J’7

- {5l : ICANN83 (2025%6AH)
« PQC FOR DNSSEC -The Good, the Bad and the Ugly

https://www.isc.org/docs/osury_pqc_ dnssec _presentation0625. pdf
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 Internet Engineering Task Force QU0+

o 42—V MCET BFhITDEBMEREZ RE I DiHH .
« £EY)E U TRFC (Request for Comments) ZF1T 1 E T F

* PQCHILICDWTIBIE I S/zsbdDifE
« CRYPTO Forum (CFRG)
o A2 —RY NTEERM (CHEBRRIESHINZIRE] 9 dResearch Group
« https://datatracker.ietf.org/rg/cfrg/about/

« Post-Quantum Use in Protocols (PQUIP) WG
- PQCEITZ BT DERAB KU1 A "EXEL
« https://datatracker.ietf.org/wg/pquip/about/
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» Internet Draft "Research Agenda for a Post-Quantum
DNSSEC"D' 5

« FRERIEIC, 2025F6H26H(CExpired(CR>TUE N, SrEEFTRNMSTRENE(ET

3. 1Issues Post-Quantum Signature Algorithms Present to DNSSEC

Workgroup: Network Working Group A.M. Fregly
Internet-Draft: Verisign Labs L . .
draft-fregly-research-agenda-for-pqc-dnssec-02 R. van Rijswijk-Deij The currently selected NIST PQC digital signature algorithms have
Published: 23 December 2024 DACS group, EEMCS, characteristics that will present challenges for adoption into
Intended Status: Informational University of Twente DNSSEC. These challenges seem likely to inspire changes to DNS and
Expires: 26 June 2025 M. Muller DNSSEC related protocols, network infrastructure, hardware
SIDN Labs capacities, and operational practices due to:
P. Thomassen
deSEC, SSE * Size of cryptographic materials in transport
C. Schutijser
S#?thﬁgz * Processing time for cryptographic operations

Virginia, Tech * Memory footprint for cryptographic operations

Of these challenges, signature size is perhaps the most challenging.
In DNSSEC, signatures typically comprise by far the majority of
DNSSEC related response data and consequently their size has a larger
impact than public key sizes. Large signatures are an issue due to
UDP being the prevalent transport for DNS and relative to DNS
response sizes, especially over IPv6. Per [DNSFLAG2828], "An EDNS
buffer size of 1232 bytes will avoid fragmentation on nearly all
current networks. This is based on an MTU of 1280, which is required
by the IPv6 specification, minus 48 bytes for the IPv6 and UDP
headers and the aforementioned research." Signed NSEC and NSEC3
responses containing two or three signatures respectively and signed
with the NIST selected algorithm with the smallest signature size,
FALCON 512 (at 666 bytes per signature), would result in packets
whose size exceeds the required minimum MTU for IPv6, resulting in
fragmented or truncated responses for networks that support no more
than the minimum.

Research Agenda for a Post-Quantum DNSSEC
Abstract

This document describes a notional research agenda for collaborative
multi-stakeholder research related to a future post-quantum DNSSEC
ecosystem. It is inspired by the anticipation that adoption of Post-
Quantum signature algorithms will have enough operational impact on
DNSSEC that either DNS protocol enhancements will be needed, or DNS
will move away from UDP as the prevalent DNS transport, or a
combination of both will be needed. Some members of the DNS technical
community have even suggested evaluating alternatives to DNSSEC and
potentially adopting an alternative protocol or practices to assure
the integrity of DNS responses. Given the potential impact of such
changes on the DNS ecosystem, the authors believe collaborative
multi-stakeholder research into the impact of proposed changes should
be performed to inform adoption and standardization activities.

https://datatracker.ietf.org/doc/draft-fregly-research-agenda-for-pgc-dnssec/
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IETF 123 Madrid

19 Jul 2025 - 25 Jul 2025

IETF 123 starts Saturday 19 July and runs through Friday afternoon, 25 July.

The |[ETF Hackathon and IETF Codesprint take place on the weekend. Events to help new participants get

the most out of IETF meetings begin on Sunday afternoon. Participants should plan their travel accordingly.
An introduction to |IETF meetings provides an overview of how to prepare for and get the most out of

sessions all week.

Key details

Meeting Registration v

Register Registration Fee Waivers

Terms and conditions  Participant List

Visa and LO! information

Participation Information
Agenda Preparing for the meeting
Important dates and deadlines

Information for new participants

Meeting Communication v
Reporting issues during the meeting

Meeting Mailing Lists Reporting Potential Harassment

Venue Information v
Venue and Hotels Preferred Air Carrier  Childcare
Floor plans  Participant wiki (local information)

Meeting network and technology.

Additional Events v
Code Sprint Hackathon ANRW 2025

Public Side Meetings

Meeting venue information
Venue

Melia Castilla
Madrid, Spain

\

https://lwww.ietf.org/meeting/123/

Meetings

IETF 123 Madrid
IETE 124 Montrea
IETF 125 Shenzhen
Upcoming meetings
Past meetings
Interim meetings
IETF Hackathons

Code Sprint

GMO CYBERSECURITY N IERAE

« 202547

119
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+ IR4R, PQCICEA:E

< 9

S ERETIE |
+ PQUIP WG, CFRGHRE

« IETF Hackathon® 3}t

~25
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