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DNSControl: A DSL for DNS as Code from
StackOverflow.com
« 2017%E3H14H.SREcon17 Americas
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. https://www.usenix.org/conference/sreconl7americas/pro
gram/presentation/peterso

Conferences  Sign In
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DNSControl: A DSL for DNS as Code from
StackOverflow.com
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Craig Peterson and Tom Limoncelli, Stack Overflow
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. https://github.com/octodns/octodns/blob/7957a4c018f72
Q9e47ce976Ta89f065284b959a52/README.md

octodns | README.md & e

‘5‘ ross Initial import of 0SS OctoDNS 7957adc - 7 years ago  YL) History
| Preview | Code  Blame 219 lines (157 loc) - 12 KB Raw (0 & 2 - =

DNS as code - Tools for managing DNS across multiple providers

In the vein of infrastructure as code OctoDNS provides a set of tools & patterns that make it easy to manage your DNS records across
multiple providers. The resulting config can live in a repository and be deployed just like the rest of your code, maintaining a clear history —I 6

TAKIZAWA; Ta Kaﬁh‘b your existing review & workflow.
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Introducing DnsControl - “DNS as Code”
has Arrived

« 2077%
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. https://blog.serverfault.com/2017/04/11/introducing-
dnscontrol-dns-as-code-has-arrived/

Introducing DnsControl — "DNS as Code”

has Arrived
Craig Peterson

| || Search |

DNS at Stack Overflow is... complex. We have hundreds of DNS domains and thousands of DNS
records. We have gone from running our own BIND server to hosting DNS with multiple cloud Recently

roviders, and we change things fairly often. Keeping everything up to date and synced at .
PIBYIEETR Introducing DnsControl - “DNS as

and automatically across all providers we use. Code” has Arrived

How Stack Overflow plans to survive
the next DNS attack

FAH11H. Stack Exchangest® 702 T¢DNSControlz=#a

T
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DevOps and DNS
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dns/9781492049241/
O.REIL LY SIGN IN IR E
DevOps and DNS
Devops by Andy Still, Phil Stanhope
and DNS Released July 2017

Publisher(s): O'Reilly Media, Inc.
ISBN: 9781491978696

Andy Still & Phil Stanhope
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DNS as Code
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. .

DNS as Code

\ Historically, DNS has been viewed

as a relatively isolated, high-risk
component of site reliability.
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Dyn Statement on

10/21/2016 DDoS Attack

Company News // Oct 22, 2016 // Kyle York
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How Stack Overflow plans to survive the
next DNS attack

« 201 7=FET1BICAFTN=Stack ExchangettJ 0O
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. https://blog.serverfault.com/2017/01/09/surviving-the-
next-dns-attack/
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How Stack Overflow plans to survive the
next DNS attack

Mark Henderson

| || Search |

Let's talk about DNS. After all, what could go wrong? It's just cache invalidation and naming
things. Recently

Introducing DnsControl - “DNS as
Code” has Arrived 2 3

How Stack Overflow plans to survive
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This blog post is about how Stack Overflow and the rest of the Stack Exchange network
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« Akamai Edge DNS

« Amazon Route 53

« Azure DNS

« Cloudflare

« Google Cloud DNS

. fth, 4070/\145—LIE
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« BIND
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« DNS-over-HTTPS
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« Microsoft DNS Server on Microsoft Windows Server
« PowerDNS
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DNSTO/\1 %5 —%E GRELRIRI L)

e Creds.json

D_ACCESS_TOKEN",

"access_token_secret": "$SAKURACLOUD_ACCESS_TOKEN_SECRET"

{
"sakuracloud": {
"TYPE": "SAKURACLOUD" )
"access token'": "S$SSAKURACLOU
}
}

e __ CO sakuracloud IEZDNSZ0O/

\15 —%18E T DERD AR

e TYPE [EDNSTO/\AY —D5A1 T

Al

o DINTA—Y—(LEREEIEHRCAPIICEET 2EDT. DNSTO/N A5 —(C
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V—=URE(LIAS—DNSTO/N1Y—57E)

« dnsconfig.js

var REG_NONE = NewRegistrar("none");
var DSP_SAKURACLOUD = NewDnsProvider ("sakuracloud");

J—2MDEEEIFJavaScriptDEE/ETITD
YOOV CHIATE SR EEFIARERIN TS
NewRegistrar [CIELIRT—ZIEET D, RITFTNIL, none ZIEET S

NewDnsProvider |Zldcreds.jsonlCsibL7=DNSTO/N\MY —%5ET
)

TAKIZAWA, Takashi
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V=8N —27—%)

« dnsconfig.js

D("dnsbeer.com", REG_NONE, DnsProvider (DSP_SAKURACLOUD),
Defaul tTTL(3600),
HTTPS("@", 1, "pale-ale.dnsbeer.com.", "™"),
A("pale-ale", "192.0.2.1"),

END) ;

o J—IFEEE D DBIEE U TEERU. 51#E END TN D
o« J—Z(“THENESRW) . LIRS — DNSTONAMY —ZFIEET D
o )=V I—RIYMTZEDEERFZFEDO>TIV—ALVI—RZECihT D

o ))—=RLO—RF1TICLDTIFRDATAZZEDFZFEIH T DD TIFHRL,
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o DI —=RLI—RREHFZEINTVWDETSZ(A+O—IVINRIV)

DNSY—> » dnsbeer.com @ 1YVHR—k 4P IIVIAR—P i Bl DNSZHIER

[ fE®
¥
# A g147 g TTL
1 pale-ale A 192.0.2.1 1800 P
2  pilsner A 192.0.2.2 1800 7SR

UY=L IO—RFEHIR B0
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SERAD
. dnsconfig.jsOARA

var REG_NONE = NewRegistrar('"none'");
var DSP_SAKURACLOUD = NewDnsProvider ("sakuracloud");

D("dnsbeer.com", REG_NONE, DnsProvider (DSP_SAKURACLOUD),
DefaultTTL (3600),

HTTPS("@", 1, "pale-ale.dnsbeer.com.", ""),
A("pale-ale", "192.0.2.1"),
END) ;

« HTTPSL O—FM:ENN

. pilsnerdALI—RDHIR
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JLE1—
dnscontrol preview

taki@x-wing dnscontrol % ./dnscontrol preview
kkkkkkkkkkkkkkkkkkkx Domain: dnsbeer.com

1 correction (sakuracloud)

#1:

+ MODIFY-TTL pale-ale.dnsbeer.com A 192.0.2.1 tt1l=(1800->3600)

Done. 1 corrections.

o YERN. BEFT HIBRIND I —XLO—RHEHEAINS
« BHEFTVIEITD
o BXF 1TV . MX/CNAMED#ET R XA ZFT v
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DNS>'O/\15 —AD ik

dnscontrol push

taki@x-wing dnscontrol % ./dnscontrol push
kkkkkkkkkkkkkkkkkxkx*%x Domain: dnsbeer.com

1 correction (sakuracloud)

#1:

+ MODIFY-TTL pale-ale.dnsbeer.com A 192.0.2.1 tt1=(1800->3600)

SUCCESS!
Done. 1 corrections.

o YER%. ¥, BRSNSV —XLO—RFAFKRRIN. DNSTO/N15—ICk
REND

TAKIZAWA, Takashi

44



DNS as Code — CI/CDZEHFABULRY —hER —

&Hy& lJT — t@ﬁﬁmm
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* T AR—h

iR B DNSZHIER

Uy —ZLd—RFIFERK2000@E EBIMTEEY

# HHI

1 @

2 pale-ale
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TTL
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dnscontrol get-zones --format=zone DNSZONAMKX— - Y—

taki@x-wing dnscontrol % ./dnscontrol get-zones -—format=zone sakuracloud - dnsbeer.com
SORIGIN dnsbeer.com.

S$TTL 3600

@ IN NS nsl.gslbl3.sakura.ne.jp.

IN NS ns2.gslbl3.sakura.ne.jp.
IN HTTPS 1 pale-ale.dnsbeer.com.
pale-ale IN A 192.0.2.1

w

« V—UT—HERFTTD
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dnscontrol get-zones —--format=js DNSTONAE— - VJ—>

taki@x-wing dnscontrol % ./dnscontrol get-zones —--format=js sakuracloud - dnsbeer.com
var DSP_SAKURACLOUD = NewDnsProvider ("sakuracloud");
var REG_CHANGEME = NewRegistrar("none");

D("dnsbeer.com", REG_CHANGEME,
DnsProvider (DSP_SAKURACLOUD) ,
DefaultTTL(3600),
/ /NAMESERVER("ns1l.gslbl3.sakura.ne.jp."),
/ /NAMESERVER("ns2.gslbl3.sakura.ne.jp."),
HTTPS("@", 1, "pale-ale.dnsbeer.com.", ""),
A("pale-ale", "192.0.2.1"),

e dnsconfig.jsOFR TEUS T3
o DNSControlOFEFIARABRFICCOIVIIEZ{EDI &L
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JavaScript DSL

« JavaScript®DSLThd7z6, BEHOEFOVIOREBNFIHTES
e https://docs.dnscontrol.org/getting-started/examples

var addrA = IP("1.2.3.4")
var DSP_R53 = NewDnsProvider ("route53_userl");

D("example.com", REG_MY_PROVIDER, DnsProvider (DSP_R53),
A("@", addrA), // 1.2.3.4
A("www", addrA + 1), // 1.2.3.5

END) ;

o COMICHEFRYIORENZ<HBRINTLD
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TAKIZAWA, Takashi
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octoDNS & [

e GitHUbt A FEF - RFUTLWSDNSY —2V DRV —I

o« NI
o https://github.com/github/octodns

TAKIZAWA, Takashi
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https://github.com/github/octodns
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B e
108 : DynADAREDDOS

« 207
« 207

« 207

6
78

F3316H:v0.8.02F

74

FAH27H:J0O7aEEIEnabling DNS split authority with
OctoDNSJ

« 20175

"5 H31H: 7O S

TAKIZAWA, Takashi

SITDNS Infrastructure at GitHub/J


https://github.blog/2017-04-27-enabling-split-authority-dns-with-octodns/
https://github.blog/2017-04-27-enabling-split-authority-dns-with-octodns/
https://github.blog/2017-05-31-dns-infrastructure-at-github/

DNS as Code — CI/CD&EFIHUREY —hERH —
octoDNSHT1TS
o J—REUTEELEDNSOINMY —DY — 057 —45ZAPICY—4 vk
DODNSTO/NMY —[C xBTS

V) —ZDNSZFO/\A 5 —

—API—>

TAKIZAWA, Takashi

octoDNS

—API—>

A —4y KDNSZ /N1 45—
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BHODNS 7O/ T —A DX

« BEODNSTONAY—ICERMTED

v —ZDNSZO/\1 45—

TAKIZAWA, Takashi

AP1—

octoDNS

API—p

A —4y RDNSZO/NA 5 —A

API—p

5 —%4w KDNSZ /N1 45 —B
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LV —2ER —

LTV BV R—IRDNSH—E R FO/N15 —

« Akamai E

dge DNS

« Amazon Route 53
« Azure DNS

« Cloudflare DNS

« Google Cloud DNS

. 3123770/

XEEC) AERIDS

15—

RITHIXIE<SD TR DNSPITSAT7 IR

145 —IVw—Ioctodns-sakuracloud GEZEH\FEFEF

L), B R CIEL

TAKIZAWA, Takashi

V) =X [EENTLVELY,

1) Z&#)

YD T’ 0O/\

JU7TZED T
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XU TWSZEDMMAODNST O/ —

« Rfc2136Provider/BindProvider
o \J—2Erx+Dynamic Update

« EtcHostsProvider
o /etc/hosts

« PowerDNS

« Yaml|Provider
> OCtoDNSHBEOYAMLERDY — T 7))L

TAKIZAWA, Takashi
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InUTVWBSY—XEADNSTO/N15 —
« EnvVarSource
o IRIREEN
« AxfrSource
o V) — BRI
« ZoneFileSource
o NAY—=T71I

« TinyDnsFileSource
o tinydns

TAKIZAWA, Takashi
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1A=
. DNSTONAE =T EICPython/ Sy —J & LTS N T B 728, Fl
19 3DNSTONAT—D/ T —IEAVR—ILT

pip3 install octodns
pip3 install Nys—T%

e BIZIX =27 ZFRBULEZWESICIXRDELDICTS

pip3 install octodns
pip3 install octodns-bind

o INYT—=ID—EIFTANRTARDIProvidersICEBEHINTLS
o https://github.com/octodns/octodns# providers

TAKIZAWA, Takashi


https://github.com/octodns/octodns#providers

DNS as Code — CI/CDZEHFIAHULEEY — &8 —

OCtoDNSDERET 71 I
« YAMLIEERDERE T 71U
o EREIT7AIVIERD2 DN SHEBRIND
» providers:DNSZ'O/\1 ¥ —%E GRELFRES D)
» zones: /=2 EDDNSTONAYT —DIERE

providers:

ZoNnes.

TAKIZAWA, Takashi
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DNSOO/\15 —sXE GRELEHR=S L)

providers:

zonefile:
class: octodns bind.ZoneFileSource
directory: ./zones
file_extension: .zone
check_origin: false

sakuracloud:
class: octodns _sakuracloud.SakuraCloudProvider
access_token: env/SAKURACLOUD_ACCESS_TOKEN
access_token_secret: env/SAKURACLOUD_ACCESS_TOKEN_SECRET

e zonefile X° sakuracloud [FDNSTO/NAMY —ZIEE T DEEDRE]
e class [IDNSTO/NMY—D USSR (HFEEEPYthonDISR)
TAKIZAWR, MM|\7X 9—(3";"..\.: F%EE&@%@T DNSj D/\’fQ—I;J:UEE%) 59
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V=2 Z&MDNSTO/NAY —DIgE

Z0Nnes.

|*|:

sources:

- zonefile
targets:

- sakuracloud

e sources [CY—ADNSTO/NMF—., targets [C¥—4wEDNSZTO/N
15 —%EEITD
- I — R (Dynamic Zone Config) DHITEH D=8, J— %Al
* [TTRDTULD

. 53— UKERK (Static Zone Config) DIBAIE. example.com. (. T
TAKIZAWASERD )DL DI R —Z(C D 0
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=271

o IN\—UaUEE

D AT LODF]

I'WCI/CDDOFAHEZERT &/ —ADNS

JONMY—EUTIFULTOEESWZFHIT D ECRD
> YamlProvider(YAMLERDY—>2 T 71)L)
o ZoneFileSource(¥X5—T71)L)

TAKIZAWA, Takashi
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=274 )b(Yam|Provider)

ttl: 3600

type: HTTPS
value:

svcparams: {}
svcpriority: O
targetname: pale-ale.dnsbeer.com.
pale-ale:
ttl: 3600
type: A
value: 192.0.2.1

e value (1MADFZST)HBU\IE values (BEDHZE) T —ALI—R5A
Takizawa, ek U EEhE N ER D 62
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\—2J71)V(ZoneFileSource)
o« YAA—TPAIVERDY — D 7(IVEFIBETES
. =L RIETES Y — L O0— R T2 125N 55

o A, AAAA, CAA, CNAME, LOC, MX, NS, PTR, SPF, SRV,
SSHFEP, TLSA, TXT

o« y—TWEkDNSTO/NMY —ICHWNT.V—IERDOSOAL I—R¥»NSL T
—RARATECITRVEFICILRDEREEEINT S

o check_origin: false
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CLI*YY—=J)b
« octodns-sync

octodns-sync --config-file=config.yaml --doit

o Y—ADNSTONAY—DY —20F7—9%=5—7v:DNSTO/\A5 —
ICAPICEIEAT S

o T IAIVMEAry-run CEMET S

o ——doit ATV 3AVEMMITFTBIETDNSTONMY —ICRIRETES

TAKIZAWA, Takashi
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octoDNSICELBDNSTO/NMY —ADEBDOELT
%

BTN E2VWDCENTT N EHEERT D

\l1il
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ZERIDIRRE
o DI —=RLI—RREHFZEINTVWDETSZ(A+O—IVINRIV)

M A —k TSI RE: B DNS% IR

Q v
# El Pa4T -] TTL
1 pale-ale A 192.0.2.1 1800 f x
2 pilsner A 192.0.2.2 1800 f x

S yy—ZLO— REEE
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DNS as Code — CI/CD=EFRBAULRY —2ER —

NAY—=T71)b

« zONes/dnsbeer.com.zone

STTL 3600
pale-ale IN A 192.0.2.1
porter IN A 192.0.2.3

e pilshnerMAL I—R DY
. porter®ALI—RMENM
e TTLOZXE

TAKIZAWA, Takashi
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dry-run®=E1T
o 7 JAILBEdry-run&E UCEHET S

$ octodns-sync --config-file=config.yaml

KRR K A A A R A A A R R A A A R A A A R A A A R A A A KRR A A AR A A AR A A AR KR A A AR A A AR A Ak Ak hkhkkkhkhkkkkhkkk*k

* dnsbeer.com.
KAk ARk KAk AkAkAk Ak kA Akkhkkhkkhkkhkhkhkhkkhkkhkkhkhkhkhkkhkkhkkhkkhkkhkhkhkkhkkhkkhkkhkhkhkkhkkhkkhkkhkkhkhkkhkkhkkhkkhkkhkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkkkhkkhkkkhkkkkk

*x sakuracloud (SakuraCloudProvider)
* Delete <ARecord A 1800, pilsner.dnsbeer.com., ['192.0.2.2']>

* Create <ARecord A 3600, porter.dnsbeer.com., ['192.0.2.3']> ()
* Update

* <ARecord A 1800, pale-ale.dnsbeer.com., ['192.0.2.1']> ->

* <ARecord A 3600, pale-ale.dnsbeer.com., ['192.0.2.1']> ()

* Summary: Creates=1, Updates=1, Deletes=1, Existing Records=2

KRR KR A A A R A A A R R A A R KR A A A R A AR R A A A AR A A AR A AR KR A A AR KR A A AR A A AR A kA Ak Ak khkhkhkk )k hkhkkkkhkkk*k

TAKIZAWA, Takashi
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DNS>O/\15 —AD &
o« ERICKIRTBI=HICIE --doit ATVIaVE[FITD

$ octodns-sync --config-file=config.yaml --doit

AR KA R KA R A A R AR R AR R A AR R AR A A AR A A R AR R AR KA AR A AR A AR A AR A AR A AR AR A AR Ak Rk kA khkkkhkkkkh %

x dnsbeer.com.

AR A KA AR AR A AR AR AR ARk A A A A Ak Ak kA kA kA kA hkkhkhkkhkhkkhkhkhkhkhkkhkhkkhkhkkhkhkkhkhkkhkkhkkhkkhkhkkhkhkkhkhkkhkkhkkhkkhkkkkxk
x sakuracloud (SakuraCloudProvider)

* Delete <ARecord A 1800, pilsner.dnsbeer.com., ['192.0.2.2"']>

* Create <ARecord A 3600, porter.dnsbeer.com., ['192.0.2.3"']> ()

* Update

* <ARecord A 1800, pale-ale.dnsbeer.com., ['192.0.2.1']> ->

* <ARecord A 3600, pale-ale.dnsbeer.com., ['192.0.2.1"']> ()

*

Summary: Creates=1, Updates=1, Deletes=1, Existing Records=2
AKAKK KA A A KRRk A ARk Ak ARk Ak A hkhkkhkAkhkkhkkhkAhkkhkkhkhAkhkkhkkhkhkhkkhkkhkhAkhkkhkkhkhAkhkkhkkhkhkhkkhkkhkhkhkkhkkhkhkhkkhkkhkhkhkkhkkhkhkhkkkhkkkhkkk

2024-06-18T10:15:54 [8456129536] INFO SakuraCloudProvider[sakuracloud]

/;@gTy mak1ng 3 changes to dnsbeer.com. 69
TAKIZ 20618T10:15:55 [8456129536] INFO Manager sync: 3 total changes
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&Hy& lJT (S to)ﬁﬁm

o J1O—)UINERIL

S

L

o T =k

+ T M=k

Rk

Bl DNS% &5

Q,
# il
1 pale-ale
2 porter

TAKIZAWA, Takashi

247 5 TTL
A 192.0.2.1 3600 (5 7+
A 192.0.2.3 3600 (77 4L
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=27 —5DEF(YAMLFR)
. octodns-dumpZFIHULT. YAMLIERA CEIG T3
o OCtODNSOFFRHRFIARBIFICCHOIVIRZ{ED &KL

$ octodns-dump --config-file config.yaml --output-dir zones
dnsbeer.com. sakuracloud

$ cat zones/dnsbeer.com.yaml
pale-ale:
type: A
value: 192.0.2.1
porter:
type: A
TAKIZAWAVEkase : 192.0.2.3 71
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CI/CD=EFALIZY —2EH

TAKIZAWA, Takashi
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GitHub*GitLabD L3 /\—V3a BRI AT L
DTSV ITA—LDFIA
1. UIRIRIDTA—D
2. 9it pull
3. TS5UFERK
4. =271V DiRE
5. git commit. git push

TAKIZAWA, Takashi
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GitHub¥GitLabD &3 3/\—I3 U EBI R T A
DTS5V ITA—LDFIA
6. TIWIOITRNOY—IOTZDIERK
7. CI(##myr 7o L—3)
o IBXFITVY
o BIARBRDEAH(TLE 1—/dry-runtégeDFIF)
8. LE1— &2
9. ¥v—

10. CD (siry7 1) /N1 —)
o DNSTO/NAT—ADY—2 DR

TAKIZAWA, Takashi
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GitHub Actions TOFIBHBIDEN

e GitHub Actions& (&
o GitHUbD#EEBY1 7T L — 3o eikEmeT") /N — (CI/CD) @
T2YNTA—LA
e GitHub ActionsZ#IFHUTDNSControllc&aY —_&ERDHA

TAKIZAWA, Takashi
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GitHUb®UJRI FJICHUTERICITOC
e T IAINTSUF(Main) ICHUTIV—ILERET D
o Settings & Rules = Ruleset
» MARequire a pull request before merging
= Required approvals: 1 «<&EZEHNNEBLRIZH
« MRequire status checks to pass
= Status checks that are required
» PREFICEITT BGitHub ActionsZisE
« DNSTO/NAY —TCHIRATSEREEEHRZY— LV hEUTERT D
o Settings - Secrets and variables = Actions
= Repository secrets

TAKIZAWA, Takashi
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RINIDT 71 )IViERK
. creds.json - DNS”O/NAM4 —%E GLEHERED)
. dnsconfig.js - V—2J 71

. .github/
o workflows/
= preview.yml - Pull Request{Erk - EHEFICEITIT D

= push.yml - ¥—IURETICETTD

TAKIZAWA, Takashi 77
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creds.json - DNS>’'0/\1 45 —:%
. SR A BTN SIVET B LS (CRET S

{
"sakuracloud": {
"TYPE": "SAKURACLOUD" )
"access_token": "$SAKURACLOUD_ACCESS_TOKEN",
"access token_secret'": "$SAKURACLOUD_ ACCESS TOKEN_SECRET"
}
t

TAKIZAWA, Takashi
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preview.yml

« Pull Request{EpklF - EHERICD—2JO0—%ETL. JLE2I—Z1TD

name: preview
on:
pull_request:
branches: [ 'main' ]

paths: [ 'creds.json', 'dnsconfig.js' ]
jobs:

preview:

runs-on: ubuntu-latest
container:

image: ttkzw/dnscontrol
steps:

- uses: actions/checkout@v4
- name: dnscontrol preview

run: dnscontrol preview
env:

SAKURACLOUD_ACCESS_TOKEN: ${{ secrets.SAKURACLOUD_ACCESS_TOKEN }}
SAKURACLOUD_ACCESS_TOKEN_SECRET: ${{ secrets.SAKURACLOUD_ACCESS_TOKEN_SECRET }}
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push.yml

e MaAINJ D UFICN—IFBESICTO—o70—=2FEFT0. YV —F5—9%
DNS”'O/N\145 —C x9S

name: push

on:
push:
branches: [ 'main' ]
paths: [ 'creds.json', 'dnsconfig.js' ]
jobs:
push:

runs-on: ubuntu-latest
container:

image: ttkzw/dnscontrol
steps:

- uses: actions/checkout@v4
- name: dnscontrol push

run: dnscontrol push
env:

SAKURACLOUD_ACCESS_TOKEN: ${{ secrets.SAKURACLOUD_ACCESS_TOKEN }}
SAKURACLOUD ACCESS _TOKEN_SECRET: ${{ secrets.SAKURACLOUD_ _ACCESS TOKEN_SECRET }}
TAKIZAWA, Takashi
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EZmyt]

D("dnsbeer.com", REG_NONE, DnsProvider (DSP_SAKURACLOUD),
DefaultTTL(3600),
A("pale-ale", "192.0.2.1", TTL(1800)),
A("pilsner", "192.0.2.2"),

END) ;

J

D("dnsbeer.com", REG_NONE, DnsProvider (DSP_SAKURACLOUD),
Defaul tTTL(3600),
HTTPS("@", 1, "pale-ale.dnsbeer.com.", "™"),
A("pale-ale", "192.0.2.1"),

END) ;

TAKIZAWA, Takashi

31



DNS as Code — CI/CD=EFRBAULRY —2ER —

git diff

$ git diff

diff --git a/dnsconfig.js b/dnsconfig.js

index 5d7717b..151134f 100644

-—- a/dnsconfig.js

+++ b/dnsconfig.js

@@ -3,6 +3,6 @@ var DSP_SAKURACLOUD = NewDnsProvider("sakuracloud");

D("dnsbeer.com", REG_NONE, DnsProvider (DSP_SAKURACLOUD),
DefaultTTL(3600),
- A("pale-ale", "192.0.2.1", TTL(1800)),
- A("pilsner", "192.0.2.2"),
HTTPS("@", 1, "pale-ale.dnsbeer.com.”", ""),
+ A("pale-ale", "192.0.2.1"),
END) ;

TAKIZAWA, Takashi
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git commit & push

$ git commit -a -m "pilsner®HIiR"
[test 3e06266] pilsner®HlfR
1 file changed, 2 1insertions(+), 2 deletions(-)

$ git push origin HEAD
Enumerating objects: 5, done.
Counting objects: 100% (5/5), done.
Delta compression using up to 8 threads
Compressing objects: 100% (3/3), done.
Writing objects: 100% (3/3), 370 bytes | 370.00 KiB/s, done.
Total 3 (delta 2), reused 0 (delta 0), pack-reused 0
remote: Resolving deltas: 100% (2/2), completed with 2 local objects.
To github.com:ttkzw/dns-as-code-example.git
bfeGed3..3e06266 HEAD -> test

TAKIZAWA, Takashi
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Pull Requestf{E

Comparing changes

Choose two branches to see what's changed or to start a new pull request. If you need to, you can also compare across forks or learn more about diff

comparisons.

%1  base:main~ €  compare:test™ ./ Able to merge. These branches can be automatically merged.

Discuss and review the changes in this comparison with others. Learn about pull requests Create pull request

-0~ 1 commit 1file changed Ax 1 contributor

- Commits on Jun 16, 2024

pilsner® Ik (D 3ev6266 <>
. ttkzw committed 4 minutes ago

|a| Unified

Showing 1 changed file with 2 additions and 2 deletions.

v -3 4 mmmm  dnsconfig.js [OJ

X @@ -3,6 +3,6 @@ var DSP_SAKURACLOUD = NewDnsProvider("sakuracloud"};

3 3

4 D{"dnsbeer.com", REG_NONE, DnsProvider{DSP_SAKURACLOUD), 4 D{"dnsbeer.com", REG_NONE, DnsProvider(DSP_SAKURACLOUD),
5 DefaultTTL({3608), 3 DefaultTTL(3600),

6 - A("pale-ale", "192.8.2.1", TTL(1B@@)), 6 + HTTPS("@", 1, "pale-ale.dnsbeer.com.”", ""),

7 - A("pilsper", "192.8.2.2"), 7 + A("pale-ale", "192.0.2.1"),

8 END); 8 END) ;

TAKIZAWA, Takashi
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Pull Request{Epk

Open a pull request

Create a new pull request by comparing changes across two branches. If you need to, you can also compare across forks. Learn more about diff

comparisons here.

1  base:main~ € | compare:test™ ./ Ableto merge. These branches can be automatically merged.

_‘ Add a title

pilsnerdlfk

Add a description

Write Preview H B I i= & & = = 2= e @ 2

- pilsner Mk
- HTTPSOMENN
- TTLOVEEEE

. Wz

[ Markdown is supported [E Paste, drop, or click to add files

Create pull request -

@ Remember, contributions to this repository should follow our GitHub Community Guidelines.

TAKIZAWA, Takashi

Reviewers b,

Mo reviews—at least 0 approving reviews are
required.

Assignees ]

Mo one—assign yourself

Labels @
MNane yet
Projects @
MNane yet
Milestone @

No milestone

Development

Use Closing keywords in the description to
automatically close issues

Helpful resources

GitHub Community Guidelines
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Pull Request{EpkTE T

o Pull RequestBFD T —2oJ0O—previewhs

pilsner@)ﬁﬂﬂi—% #5 Edit | <>Code ~

foNe UM ttkzw wants to merge 1 commit into main from test [0

) Conversation 0 -0 Commits 1 El checks 1 Files changed 1 +2 -2 mEEE

‘ ttkzw commented 9 minutes ago Owner | *+* Reviewers &

No reviews

= pilsner®dli

. Still in progress? Convert to draft
e HTTPS@:EM -

o TILOEE
Assignees S
@ Mo one—assign yourself
Rl ilsner®ElER ~ 3e06266
‘ P Labels @
MNone yet

Add more commits by pushing to the test branch on ttkzw/dns-as-code-example.

Projects e,
° All checks have passed Hide all checks None yet

1 successful check

Milestone e,
v (') preview | preview (pull_request) Successful in 7s Details

Mo milestone
This branch has no conflicts with the base branch

. . Development
Merging can be performed automatically. i @

Successfully merging this pull request may
close these issues.

Merge pull request None yet

TAKIZAW/A\’YOU ca 5 gn{Thik in GitHub Desktop or view command line instructions.

Notifications Customize
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¢ Back to pull request #5

o pilsner@MHIBk #7 Re-run all jobs ~ «--

() Summary .
preview

Jobs

preview )
I o » Set

Run details > [ ED ntainers

%) Usage
= Run a

&Y Workflow file
dnscontrol preview

» Run dnscontrol preview
seiciololokicioloicocioliicee Domain: dnsbeer.com

1 correction (sakuracloud)

+ MODIFY-TTL
DELETE pi
Done. 1 corrections.
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=Y

o« ¥—IUBRF(main7 > FADpuUshEF) DT—oJO—pushH

pilsnerMHIBR #5
ttkzw merged 1 commit into main from test [LJnow

L) Conversation © < Commits 1 [l Checks 1 Files changed 1

‘ ttkzw commented 12 minutes ago Owner

s pilsner®#lis
« HTTPSO:EHD
s TTLOEE

®)]

o @ pilsnerogis v 3eB6266

. ttkzw merged commit 4bf@f99 into main now View details Revert
1 check passed

Pull request successfully merged and closed Delete branch
TAKIZAWAL Teyregksfjthe test branch can be safely deleted.

Reviewers

MNo reviews

Assignees

\}

=
7

Edit <> Code -

+2 -2 IEEN

&

Mo one—assign yourself

Labels

Mone yet

Projects

None yet

Milestone

Mo milestone

Development

38



J—IRNDGitHub ActionsDE1THER

& push
@ Merge pull request #5 from ttkzw/test #5 Re-run alljobs  «--

[l Summary

Jobs

I & push

Run details
%} Usage

&Y Workflow file
dnscontrol push

» Run dnscontrol push
sekdclololoicloiobiciooiollcr Domain: dnsbeer. com
1 correction (sakuracloud)

DELETE pil
SUCCESS!
Done. 1 corrections.

Post Run actior

& cCcomp
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LEFOPuUll RequestiH

pilsnerDHIBR #7

jofe] LW ttkzw wants to merge 1 commit into main from test [0

) Conversation 0 - Commits 1 [l Checks 1 Files changed 1

" ttkzw commented 12 minutes ago Owner | ===

e pilsner®yfR
s HTTPSOIENDN
o TTLOEE

©

o @ pilsnernsiik X fd2d5de

Add more commits by pushing to the test branch on ttkzw/dns-as-code-example.

° All checks have failed Hide all checks

1 failing check

% preview | preview (pull_request) Failing after 8s Details

o Required statuses must pass before merging View rules
All required statuses and check runs on this pull request must run successfully to enable automatic merging.

Merge pull request - You can also open this in GitHub Desktop or view command line instructions.

TAKIZAWA, Takashi

Edit <> Code ~

+2 -2 EEEE
Reviewers ]
MNo reviews
Still in progress? Convert to draft
Assignees @
No one—assign yourself
Labels @
MNone yet
Projects ?:33
MNone yet
Milestone ey
No milestone
Development @

Successfully merging this pull request may close
these issues.

MNone yet
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BBFDGitHub Actions

< Back to pull request #
€ pilsnerMHIBR #9 <) Re-runjobs = +o
[ Summary

Jobs

© preview

Run details
¥ Usage

& Workflow file

executing dnsconfig.js: HTTPS record requires 4 arguments (name, priority, target,

params). Only 3 were supplied

55 completed with exit code 1.
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KRz BETIREZUCET

pilsnerDHIBR #9

joYel:UM ttkzw wants to merge 1 commit into main from test [0

) Conversation 0 o Commits 1 Fl checks o Files changed 1

‘ ttkzw commented now Owner | »==

No description provided.

@

o & pilsneroEs + Tabbaf4

Add more commits by pushing to the test branch on ttkzw/dns-as-code-example.

° Review required

At least 1 approving review is required by reviewers with write access. Learn more about pull request reviews.

° All checks have passed Show all checks

1 successful check

° Merging is blocked View rules

Merging can be performed automatically with 1 approving review.

Merge pull request ~ | You can also open this in GitHub Desktop or view command line instructions.

TAKIZAWA, Takashi

Edit <> Code -

+2 -2 EEEE

Reviewers 3
Mo reviews—at least 1 approving review is reguired.

Still in progress? Convert to draft

Assignees 5

Mo one—assign yourself

Labels 3
Mone yet

Projects @
Mone yet

Milestone 3
Mo milestone

Development @

Successfully merging this pull request may close
these issues.

Mone yet
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R

« “DNS as Code”

o Infrastructure as CodeZDNSICHHMELTZED
o DNSY—2MDIREEZI—RTEZU. APIICKYUDNSY — VIR E

[EXS

o CI/CDIC&L B/ —2VDERMNTED

« “DNS as Code”M3

o GitHub Actions&DNSControlZz#l,

TAKIZAWA, Takashi

A

R CTHDDN

SControl&octoDNSD#A

1L7zCL/CDDOBIDHE

T

T
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HXIT
SEREIRICINEV S5SR>I ERZEHXITE U THEE
« DNS as CodeM3E%H
« DNSControldiFEm=
« OCtoDNSDFER
« BHEDNVR—IRDNSY—EXDOFAHLDEFER
o fRERIEDIRR
« DNSZONAEY —/\Cy T —2 DAERK

(9D
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DNS as CodeM3EE

TAKIZAWA, Takashi
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DNS as CodeMZ3
« VSO —EXTONMY—ETOEII =Y
« Terraform/OpenTofu
« DNSControl
« OCtoDNS

TAKIZAWA, Takashi
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https://www.terraform.io/
https://opentofu.org/
https://github.com/StackExchange/dnscontrol
https://github.com/octodns/octodns
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1)y —Z L d—R Dt
o )N —=RLO—RDEEHRLPTE
o JY—ZLa—ROEHRDRIFIE, ZNIFESRIEIC RS AR
o JY—ZLO—ROEHAZ L\, SBRUPTIIIEETHS
. JY—ZLO—ROERFIEZNENDARRFIX IS B THS
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AWS CloudFormation (Amazon Route 53)

"myDNSRecord" : {

"Type" : "AWS::Route53::RecordSet",
"Properties"
{
"HostedZoneId" : "Z3DG6IL3SJICGPX",
"Name" : "mysite.example.com.",
"Type” . "SPF",
"TTL" : ||9®®||,
"ResourceRecords" : [ "\"v=spfl ip4:192.168.0.1/16 -all\"" ]
}

}

https://docs.aws.amazon.com/AWSCloudFormation/latest/User
Guide/quickref-route53.html
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/quickref-route53.html
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Azure Resource Manager template (Azure
DNS)

{
"type": "Microsoft.Network/dnsZones/A",
"apiVersion": "2018-05-01",
"name": "[format('{0}/{1}', parameters('zoneName'), parameters('recordName'))]",
"properties'": {
"TTL": 3600,
"ARecords": [
{
"ipv4Address": "1.2.3.4"
T
{
"ipv4Address": "1.2.3.5"
}
|
Ty

}

B
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https://learn.microsoft.com/en-us/azure/dns/dns-get-started-template
https://learn.microsoft.com/en-us/azure/dns/dns-get-started-template
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Google Cloud Deployment Manager (Google
Cloud DNS)

- name: {{ properties["rrsetName"] }}
type: gcp-types/dns-vl:resourceRecordSets

properties:
name: {{ properties["rrsetDomain"] }}
managedZone: $(ref.{{ properties["zoneName"] }}.name)
records:
- type: A
ttl: 50
rrdatas:
- 10.40.10.0

https://github.com/GoogleCloudPlatform/deploymentmanager-
aaSamples/blob/master/google/resource-snippets/dns- 102
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https://github.com/GoogleCloudPlatform/deploymentmanager-samples/blob/master/google/resource-snippets/dns-v1/one_a_record.jinja
https://github.com/GoogleCloudPlatform/deploymentmanager-samples/blob/master/google/resource-snippets/dns-v1/one_a_record.jinja
https://github.com/GoogleCloudPlatform/deploymentmanager-samples/blob/master/google/resource-snippets/dns-v1/one_a_record.jinja
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Terraform/OpenTofu (Amazon Route 53)

resource "aws route53 record" "www"

zone_1d = aws_route53_zone.primary.zone_1id
name = "www.example.com"

type — IlAll

ttl = 300

records = [aws_eip.lb.public_1p]

}

https://registry.terraform.io/providers/hashicorp/aws/latest/d
ocs/resources/route53 record
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Terraform/OpenTofu (Azure DNS)

resource "azurerm_dns_a_record" "example" {
name "test"
zone_name azurerm_dns_zone.example.name
resource_group_name azurerm_resource_group.example.name
ttl 300
records ["10.0.180.17"]

}

https://registry.terraform.io/providers/hashicorp/azurerm/late
st/docs/resources/dns a record
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Terraform/OpenTofu (Google Cloud DNS)

resource '"google_dns_record_set" "a" {
name "backend.${google_dns_managed_zone.prod.dns_name}"

managed_zone = google_dns_managed_zone.prod.name
type — IIAII
ttl = 300

rrdatas = ["8.8.8.8"]
}

https://registry.terraform.io/providers/hashicorp/google/latest
/docs/resources/dns record set
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https://registry.terraform.io/providers/hashicorp/google/latest/docs/resources/dns_record_set
https://registry.terraform.io/providers/hashicorp/google/latest/docs/resources/dns_record_set
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DNSControl
e JavaScriptX—XXdODSL

A("test", "5.6.7.8")

https://github.com/StackExchange/dnscontrol
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https://github.com/StackExchange/dnscontrol
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octoDNS
. YAML

https://github.com/octodns/octodns
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https://github.com/octodns/octodns
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[SEIVRAY—=T71IV(J—=2T71I))

test 300 IN A 192.0.2.1
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)N =L J—FDEREFDEES
« VTR —ERTO/INMY—RHETOEI3 oY —I)bE
Terraform/OpenTofu
o JONAY —IC KU AENERD
o )Y—RLA—RLyhrZ &) —RZEERKRITDH.. S TR TH
5
» AT TCHONIEIARETIEIRVWA, 100D EFIEEDEAD
A\
« DNSControl&octoDNSEVYRY—T71)b
o DNSIZ¥HEUTLW\B 726D, SCabHh\EE Th D
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DNSControldDFEs=
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= 3=V AV A S P Ll ik v
e SOAIFEAEDFZEIEIDNSTO/NMY —HITEIBL TS0, Sih &=
e NS:EETERLDNSTONAY —DFEIFEERFTE
o ALIAS &Y —XL =R FEZDNSTONAT —DxtisL LN
HEATES

e« TXT:SPFPDMARCZFIAHYT S EZICIE SPF_BUILDER *°
DMARC_BUILDER ZHf|HHTET S

« CAA: CAA BUILDER ZF|HTE3

TAKIZAWA, Takashi 111



DNS as Code — CI/CD=EFRBAULRY —2ER —

SPF BUILDER

« SPFHOTXTLO—RZ&ER LTINS
« 10 DNS lookups®FIwvodt)

« https://docs.dnscontrol.org/language-reference/domain-
modifiers/spf builder

SPF_BUILDER({

label: "@",
parts: |
"v=spfl",

"ip4:198.252.206.0/24", // ny-mailx
"ip4:192.111.0.0/24", // co-mailx
"include:_spf.google.com", // GSuite
i

TAKIZAWA, Takashi~all" 112
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RS - JA—YWY—
e Prettier®BiomeREDTA—YVI—ZFAALTLDERD LD IZER
INBZENHD
« DNSControllCEWTIFRRBICEIZNDERED W UNVIFTFFEINRLD T,
trailingComma DEXEZ es5 [CT D

D (
"example.com",
REG_MY_PROVIDER,
DnsProvider (DSP_MY_PROVIDER),
AC"@", "192.0.2.1"),
A("foo", "192.0.2.2"),
END, «<CDAVXIFFAEINGL

)5
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JavaScriptD I+ —Y vy —D:%
e trailingComma DEXTEZ es5 [CTD

. Prettier (.prettier)

1
}

"trailingComma": "es5

« Biome (biome.json)

{
"javascript": {
"formatter": { "trailingComma": "es5" }

}
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octoDNSDF==
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V=207 —9DBRF (Y RY—T71IVER)

o YRAY=T7AIEREVTIEEGE TERL)

« ZoneFileSourceld/—XE

IDODNSTO/NA Y —THD=s

. SAUICoctodns-dumpZzE{TIdETT—NFEETD

$ octodns-dump --config-file config.yaml --output-dir zones
—-—output-provider zonefile dnsbeer.com. sakuracloud

octodns.manager.ManagerException: output_provider=zonefile,

does not support copy method

TAKIZAWA, Takashi
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FRR - V=R —R517

« DNSTO/NMY—ICLDTIE.V—UIEEOSOALI—RENSLI—RI&
A
« DNSTO/NAY—ICKUXIRLTWBRIIY =L I—RILTIIERD
o %FICHTTPS&ESVCBIZoctoDNSO AR R F 2 XU ETIETR—k
SALCTLVRLY
« DNSZ” O/ Y —EHR—KUTLRLY

» AERBICIFIRZ B L DT> TLBDDTEILYamIProviderTl&
MATES
o ALIASD KSR —ZA L I—RYA4FEDNSTO/\AF = iR—k
LTULWNIEFIBTES

TAKIZAWA, Takashi
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ARR - TEREE
« J—=IICT10EALL LDV —XLI—RE Y FRETHESISORDENT
NOGZEIEFRIIENSD
o ZIRD30%LL LD —XLO—RFYMEHRINDZE
o BIRMD30%LL LD —XLO—RFYRARFRENSZE
o ——force ATVIAVEMITTHEITIDE COLREMREIIERIND

$ octodns-sync --config-file config.yaml

octodns.provider.plan.TooMuchChange: [dnsbeer.com. ]
Too many updates, 100.00% 1is over 30.00% (10/10), force required
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Fam - APIVOIX S
e TEIMAPIOIANTEHR CTCEDIIY—ALI—RtyrOEIZIDNSZTO/N
A5 —ICKVERD
o =MD —=ZALDA—REYbZEHXRESHTEHF TETDED
o BEDI)Y AL I—REYrDEHRE—EICTEDED
o MADY—ZALI—REYEDEFHUNTTRNED
e TEIDUOITARTUHED )Y —ALI—FEYrUNEF TCERVWGEEIE
V—ZALD—REYcDOEIZITAPIND) DT A M ZE{TD 7126 BHTICEFEN
ANVANS
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octoDNSOZD DIV /K

e Ooctodns-compare
o 22MODNSTO/NAMY —/IDY —%&LtER T D

o DNSTO/\M 5 —D#BITRDY — U EFRABDLLEICEFATES
« octodns-report
o J—ZXDNSZTO/NAMF—DY) —2 EDNSH¥eRTT—/N\—ADDNS- I
— iR tbE 9 5
« octodns-validate
o REI7AMIZERETD
« octodns-versions
o N—I30aRRULTET IS
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BHDOYR—IFDNSY—ERDFIALDEES

o V—UIERONSLI—RZEIMTTHMNENHSD
o V—UIERDONSLI—FRZEM - EETITRNWYR—IRDNSH—E
AlEZ LN

o LIRNT—ICEFETETANSLI—RDOICFHIFRENH D
o EONSLI—RZEEKIT DHEETT D
o« YHZ—IRDNSH—EXRIZCED>TIY—XLO—RDHIBENERD
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%‘E%E I L.r\l 1%y
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RRIRIEDER R
e IMEUZETICUUTOZENRELUBRWVWKLDICT D
0o HTEAR—ANEET D
o 1T IEDAR—ZADHTEDRZE—I N TLVERL)
o AT AT TN OIZUBRD SN 27Z2U TS
e .editorconfig ZAARUL. UIRIKIJICEHD
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.editorconfigfl

root = true

[*]

indent_style = space

indent_size = 2
tab_width = 2
end _of_line = 1f

charset = UTF-8
trim_trailing_whitespace = true
insert_final_newline = true
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.editorconfigztrik—UTLVRWITFT 15—
S5 E AN TRHECEB LS T B EMESE B,

e VIMABATZST14>
o https://github.com/editorconfig/editorconfig-vim
o Vim 9.0.1799, Neovim O.9LIFTIF/N\RILTITNTLS

« Emacs

1750142

o https://github.com/editorconfig/editorconfig-emacs

« VSCode

T ORX7T2232

o https://marketplace.visualstudio.com/items?
itemName=EditorConfig.EditorConfig

TAKIZAWA, Takashi
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DNS>O/\15 — I\ Tr—I DIERK
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DNS>O/\M 5 —I\y 4 —I DYERK
« DNSTONAMT—HAPIZ ARLTLWNIEL, DNSTO/NAY—/I\wr—I%
ERCED

- [HIFESEE
- DNSControl: GoSz&
o 0ctoDNS: Python

« SO, ETHEUTRIALIZEDIEEN TN
o EVYHBATEKLDICTBIEITTHNILT. 2BHNIETES

o DNSTO/NAY —DHIRICEDLFINRNIBENTFAMEDNRF X
MERRZEIMATEHREW2ECA

o NHEHFIUIVNIEI-FTDTE
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DNSControl

e FARERFIXIVMARARINTLD
o Code Style Guide
= https://docs.dnscontrol.org/developer-
info/styleguide-code

o Writing new DNS providers
» https://docs.dnscontrol.org/developer-info/writing-
providers
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octoDNS
e HFERFIAVMAZICIFARINTLWRVLD T, O TO/NAT—/\y T
—IESEICRAETD
e octodns.provider.base.BaseProvider Z#EUZDO S A Z{ERU. KL
TOXIYRZERKTD

o __dnit__()
= 5|8 self, id, BRETPAILDINTAX—5—...
o list_zones() -YV—UZ —EZHEITD
o populate() - O/NAMT—HBYV—UF—FZRETS
o _apply() - JONAY—ICYV =207 —9%=RMT D
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octoDNS

e BIUTRICUTDAVAY I AL HZRTET D
o SUPPORTS - XL TWBIY—ALI—R51TZEsetBIEUTERE
o SUPPORTS_GEO
o log - ON—%ZKET D

e AIUTRICLLTDAVAY I RZE-TOINTA—ZRET DT JAIVED
False’RD THRILLU TULWRITNIEERELRSTE KLY
o SUPPORTS MULTIVALUE _PTR

o SUPPORTS_POOL_VALUE_STATUS
o SUPPORTS_ROOT_NS

o SUPPORTS_DYNAMIC SUBNETS
TAKIZAWA, Takashi 131
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