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https://www.first.org/global/sigs/dns/DNS-Abuse-Techniques-Matrix_v1.1.pdf
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EEDVY MUY IR (Detection: 1&%)

. a—
I
Detection
© : The entity has the capability to detect
@ : The entity lacks the capability to detect
Registrars Registries Authoritative  Domain name  Recursive Network application  Kosting Threat Device, omain End user LawEnforcement  CSIRTs | Incident responder
operators resellers Operators Operstors  Service Provider intelligence 05, & Registrants and Public 1SACS (internal)
Provider Provider Application safety
Software Authorities
Developers
g @ (] © @ (] O] () ®@ (] @ X (O] (O] ® 2]
(eSLDsonly.w/  (eStDsonly)  (eSLDsonly,  (eStDsonly)  (Logs/ Passive :T:;":;:’: (Can engage (if outgoing queries
analysis at point w/ analysis of DNS logging & Itself) registries and/or logged)
of creation and customer analysis) PSWG GACQ)
during the domains)
lifetime of the
domains)

DX T © © @ @ @ ® ® (O] @ (O] © O] © ® @

SOMPLRMIse (ONSRPZ + (! proactive {Assuming external
threat monitoring) domain)
intelligence
feeds)

i veiepsons ) (g0 @ ®@ ® (] @ ® ® @ ® (O] @ @ ® ®

(w! proactive (without historical
monitoring) delegation info)

DNS cache (0] ® ® ® @ @ ® ® @ @ O] @ @ 0] @

it (Validating (Flow (w! proactive (Assuming external
DNSSECatthe  analysis monitoring) resolver is poisoned)
recursive and NetFlow,
enabling Zeek)
extended errors

RFC 8914)

RHSibeine (O] @ (O] ® © (O] ® @ @ (O] (©] @ 0] ® @
(PONS analysis - (Flow {w proactive
DNSresponses  analysis monitoring)
varying from
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Mitigation

@ : The entity has the capability to mitigate
@ : The entity lacks the capability to mitigate

Registrars Registries  Authoritative  Domainname  Recursive Network Application  Hosting Threat  Device, omain £nd User Law Enforcement  CSIRTs | Incident responder
Operators resellers Operators Operators Service Provider Intellige 05, & Registrants and public 1ACs (internal)
Provider nce Application safety
Provider  Software Authorities
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Dty o @ @ © 0} @ ® (0] ® @ 0] @ ® O] @ ]
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registrar level) compromise appropriat
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L (DNSSEC) {contact authoritative
operator, etc.)
DBcbede 8| S8 (©] 0] ® @ Q@ 0] ® @ @ @ ® @ @ @
(BCP38, BGP
blackhole
attacker's IP
netblock)
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Prevention

© :The entity has the capability to prevent the threat
@ : The entity lacks the capability to prevent the threat

Registrars Registries  Authoritative  Domainname  Recursive Network  Application  Hosting Threat Device, Domain Registrants  End User Lawenforcement  CSIRTS [ ISACs  Incident
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compromise
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(measures to (measures to (proactive {contact
prevent prevent measures to relevant
compromise of compromise prevent stakeholders)
registrant of registrant compromise of

account) account) registrant account)

Lame delegations ® © ® (0] ® @ @ ® 0] @ @ @ @ © @

(good practices {contact
managing domain relevant
portfolio) stakeholders)

oo AN e o @ © e e o e o e @ © © @
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dear/refresh
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