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DNS over HTTPS (DoH) D754 /\ 78

Sensitive data in DNS gueries
— Time

— Query source IP address

— DNS query (name, type, class)
DoH hides DNS gquery (name,
class, type) by encryption
Privacy issues

— query source IP address is not
protected

— DoH providers can collect the
whole data

How can | hide my IP address ———
from DoH providers ? DoH client
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DoH provider

Can col guery information

Time
Query source IP address
Query name, type, class

Tapping: Even if you tap it, the query

Is protected by DoH (TLS).

Time

Query source IP address

Encrypted (query name, type, class)




jPRS
How to hide guery source IP address ?
- BEIFEDIRE+E query source IP addressZ[E2%F5&LTLV -

— Tor’'s DNS ... Tor network M ihE
— Oblivious DNS (DoH) ... ODOHZRN\A A B E

* Simpler solutions to hide (LA THTESEWLEDHAARLLY)
- RKDEZRITLZEoFHROH/
— query source IP addresses ZL T DHEDZEF->TREREZED

* IPv4 NAT (CGN, NAT64, IPv6 transition technologies)
 Open HTTP Proxy (or Tor HTTPS)

« =IZ, web server~D (X BIDIP addressz{E£Z %
- BEEERT S




JPRS
ldea: DoH over CGN

e« ZLWMVNO SIMZ{#ELY, CGNZ{E-TIET
— B100MB®MD 752745190

 Many MVNO/MNO operators use Carrier
Grade NAT (CGN) for users’ net
— Some of users under the same CGN may use DoH
« VA
— MVNO#RYErT—Y D RAEIIZDoH forwarderz HE
— D247 U MEEEWeb Y —/\[THfk

Web server < Direct HTTPS DNS Queries > DoH forwarder
Internet —
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ldea; DoH over NAT64

* Public NAT64 services: see https://nat64.xyz/
— NAT64TIlX. NAT64 prefix + IPvVAT7 L R{TEDIPV6/ N

b EIETENATOAN HFIPVATRL R, FEFEETD SoH provider
55 DR DIPVAT L REUTIPvAs ok B E ek 2
. IPv6: source=i%1E 5tIPv6, dest=NAT64prefix| IPv4A7 KL X v4 addres
e IPv4: source=NAT64EHVv47KL X, dest = IPvA7RKL R

« fHLVA
— DOHY—/\MDIPv47 EL RIZNAT64 prefixz DI+, IPv6 T

DoHY—/\[ZH 45T S
e NAT6ANEETIPVE T RLAZEZHZ TIAL TS

— fﬁﬁfk?& DoH forwarder AAiHE

« NAT64 prefix + DoH server's IPv4 address|ZIPv6 T3 5
— Access web servers from different IP address (4,6) DoH forwarder
- 39 CLBEICLILVEL SE
« D NAT64 services/prefixes Web server
- #83®D DoH providers " ' DlreCt HITES
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ldea: DoH over IPv6 transition technology

* |Pv4 over IPv6 services (DS-Lite, MAP-E)

— In many cases, multiple subscribers share one IPv4 address

— When multiple users use DoH under the shared IPv4 address, DoH
providers can know one global IPv4 address only

« Use scenario
— Disable IPv6 at a client
— Or, prepare DoH forwarder that connects to DoH server via IPv4 only

 Problem

— It Is weak because source IP address of DoH and web access are the
same

— Disabling IPv6 goes against IPv6 transition
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ldea: DoH over (open) HTTP proxies
IH
— Proxyl&DoHD HF H 55T EMTEHELY
— DoH provider (&, #E#ITIP7FL XF5E0Y K553
FELVA
— DOHZ I ZHTTP proxy#BHTES
— WebH—/I\NITEEESRT S
— ¥ 5% 72DoH forwarderM A E: proxy#2HTE5HD
[E%E: Open Proxyz{E>8FId. FIAFFHEZENGL (BHOTHD)
S
— DoH over Tor
— by, DoHY—/ N\ [CULME TS50 Open Proxy serviceZ 2L TF=&0Y

[ DNS over HTTPS> DoH provider
GET/POST DoH

c————— CONNECT DoHsetrver:443

Direct HTTPS > Web server
Internet

DNS over HTTPS

Copyright © 2021 Japan Registry Services Co., Ltd.



Oblivious DoH

* Oblivios DoH (ODoH)

— ODOHYZA 7> k&. ODoH Target®D ## TDNSHY T %BES 1L HTTPST
ODoH proxy|Z &%

— ODOoH proxyldHTTPSZIZEWVVTHES{EESNDNSYTUZBMYEL. HTTPS
TODoH Target/Z#E# L TE1E

— ODoH TargetldVTUFEB L THERIFRRL., BEESELTIRT
e DoH*>. DoH over HTTP PROXY &M &L
— ODOHTI&., TLSH2KRHBHY . proxyN—E#RiImd 5
» DoH over HTTPS proxy’éliCONNECTf:“(Jf'G\\ HTTPSZ X E ML Web server
— ODOHAE SR T—4IZODOHA KX DSBS T —4 -
. DoHIZEXX over HTTPS Internet

ODoH Target
<

ODoH TargetD T HT)EES.

DNSY T %51k BB T —3e i BHIFRIR, IGE
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JPRS
Tool: B4 ® IPv4 address #DNST414

« Akamai provides "whoami.akamai.net"
— Example: dig +short A whoami.akamai.net
— It returns resolver's IP address in use

* We can use the service to know my IP address

— First, dig akamai.net ns
* returns akamai.net name server addresses

— Next, "dig @ (akamai.net IPv4 server address) whoami.akamai.net A
 returns my IPv4 address

— dig @ (akamai.net IPv6 server address) whoami.akamai.net AAAA
 returns my IPv6 address
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Tools: DoH forwarder
» doh-forwarder
— https://github.com/kpadron/doh-forwarder

— Recelves queries from clients via port 53 UDP, TCP
— Forwards gqueries to a DoH server

 fujiwara’'s DNS Forwarder: | made my own DNS forwarder
— Written in perl (depends on Net::DNS and 10::Socket::SSL )
— Recelveing queries from clients via UDP, TCP, (DoT), DoH

— Forwarding queries to a server via UDP, TCP, (DoT), DoH, DoH over
HTTP Proxy

— Each TCP (DoT, DoH) connection is closed on every query
— NAT64 Is supported
— Limited functions: No ACLs, No performance, ...

— Usage: DNSforwarder.pl -u UDP_listen -t TCP_listen -U UDP_server -H
DoH_ URL -N NAT64 prefix
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Evaluation of DoH over CGN (1)

* Environment
— MVNO: Excite mobile ( https://bb.excite.co.jp/exmb/sim/ )

— Android phone as WIFI/NAT router (WiFi Tethering)
« Outgoing(ccmnil) IP address was 100.73.209.188 (RFC 6598 Shared Address Space)
« WiFi(ap0) IP address was 192.168.43.208/24

— Prepare DoH forwarder machine
« WiFi IP address was 192.168.43.208 (offered by phone’s NAT) DoH provider
« Ethernet IP address was 192.168.1.99 (by static)
Mobrle
Phone

— Does the CGN hide my IP address ?
» dig @zc.akamaitech.net whoami.akamai.net A
W|F|
forwarder

— returned 163.49.209.23 which is MVNQO's shared address
* Then, | can hide my IP address from DoH providers

Ethernet

Web server < Hirect HTTPS DNS Queries
Internet —_—
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Evaluation of DoH over CGN (2)

 Run doh-forwarder at DoH forwarder machine

# python3.7 doh-forwarder.py -1 192.168.1.99 -p 53
[INFO] Starting DNS over HTTPS forwarder

[INFO] Args: {'listen_address'. ['192.168.1.99'], _
'listen_port": [53], 'upstreams': ['https://1.1.1.1:443/dns-
query', 'https://1.0.0.1:443/dns-query'], 'tcp': False}
[INFO] Starting UDP server listening on 192.168.1.99#57

Mobrle
/Ethernet -Phone
WIFi
Web server t
Internet

\HTTPS DNS Queries forwarder

/ ————————— \
| |
} 12
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Evaluation of DoH over CGN (3)

Checked responses from DoH forwarder

— Client: dig @DoHforwarder whoami.akamai.net Cloudflare's IP address
;whoami.akamai.net. IN A

. ANSWER SECTION:

whoami.akamai.net. 26 IN A 162.158.117.105

;; Query time: 80 msec Acceptable latency
;» SERVER: 192.168.1.99#53(192.168.1.99) DoH provider
;» WHEN: Mon Jan 04 20:53:23 JST 2021
;» MSG SIZE rcvd: 62
Mobrle
Phone

Finally, changed the PC's resolver setting to DoH forwarder
(192.168.1.99)

W|F|
forwarder

Then, all queries from the PC went to DoH providers via CGN

/Ethernet
Web server \HTTPS PC DNS Queries
Internet —_—
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Evaluation of DoH over NAT64 (1)

Choose one NAT64 prefix from https://nat64.xyz/
— Provider: Kasper Dupont

— Location: The Netherlands / Amsterdam

— NAT64 prefix: 2a00:1098:2b::/96

— Agree and follow the terms of service: https://nat64.net/tos
* No Abuse: It is an experiment / temporary

* No flood: DNS queries from a person are limited DoH provider
* No illegal access: DoH server is not illegal, | think PDv4 addres
— “Does the NAT64 hide my IPv6 address?”

» “dig @2a00:1098:2b::23.74.25.192 whoami.akamai.net A”
NAT64 prefix + IPv4 of akamai.net server

returned 46.235.231.114 (nat64.dyndns.dk)
— Which node answered from NAT64 ?
+ “dig @2a00:1098:2b::1.1.1.1 id.server CH TXT" - DoH forwarder
returned TXT “AMS* S Qe
;» Query time: 238 msec Web server
HTTPS
(from Japan) L Internet
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Evaluation of DoH over NAT64 (2)

» Start special DoH forwarder

—perl DNSforwarder.pl -u 203.178.129.11/53 -U 8.8.8.8 -H
https://cloudflare-dns.com/dns-query -N 2a00:1098:2b::

—DoH forwarder’s listen address is 203.178.129.11 port 53

* DoH server address is https://cloudflare-dns.com/dns-guery

* to resolve “cloudflare-dns.com”, the proxy uses 8.8.8.8 resolver
— cloudflare-dns.com IN A 104.16.249.249

* NAT64 address is 2a00:1098:2b::

— DNSforwarder.pl rewrites DoH server’s IP address to NAT64 prefix +
IPv4 address 2a00:1098:2b::104.16.249.249 at connect
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https://cloudflare-dns.com/dns-query
https://cloudflare-dns.com/dns-query

Evaluation of DoH over NAT64 (3)

« dig @DoHforwarder id.server CH TXT
— ;; ANSWER SECTION:

— Id.server. 1 CH TXT "AMS"
Cloudflare's AMS node
— ;; Query time: 955 msec 50H provider
« dig @DoHforwarder www.dns-oarc.net AAAA Pv4 addres

— - ANSWER SECTION:
— www.dns-oarc.net. 120 IN AAAA 2620:ff:c000::198
- ime: 1
;; Query time: 1035 msec DoH forwarder
= Quet®>
yp  § D SRS > Web server
| ' Internet
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Evaluation of DoH over NAT64 (4)

« WIDE InternetCIENAToAN RSN TINS A F=LNEZD T
EH>THT-

— 64:ff9b::/96 (RFC 6052 Well-Known Prefix, &i&IXASKA D #H)

— “Does the NAT64 hide my IPv6 address?” .
‘1 . . , DOH provider
« “dig @064:ff9b::23.74.25.192 whoami.akamai.net A ova addres
NAT64 prefix + IPv4 of akamai.net server
returned 203.178.132.88 (nat64.v6ip.tsukuba.wide.ad.jp)

— Which node answered from NAT64 ?
. “dig @64:ff9b::1.1.1.1 id.server CH TXT’ DoH forwarder
returned TXT “NRT y
;; Query time: 13 msec =z Web server
(from Japan) — Internet
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jPRS
Evaluation of DoH over NAT64 (5)

» Start special DoH forwarder

—perl DNSforwarder.pl -u 203.178.129.11/53 -U 8.8.8.8 -H
https://cloudflare-dns.com/dns-query -N 64:f9Db::

—DoH forwarder’s listen address is 203.178.129.11 port 53

* DoH server address is https://cloudflare-dns.com/dns-guery

* to resolve “cloudflare-dns.com”, the proxy uses 8.8.8.8 resolver
— cloudflare-dns.com IN A 104.16.249.249

* NAT64 address is 64:ff9b::

— DNSforwarder.pl rewrites DoH server’s IP address to NAT64 prefix +
IPv4 address 64:ff9b::104.16.249.249 at connect
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https://cloudflare-dns.com/dns-query

jPRS
Evaluation of DoH over NAT64 (6)

« dig @DoHforwarder id.server CH TXT
— ;; ANSWER SECTION:

— Id.server. 1 CH TXT “NRT"
Cloudflare's NRT node
— ;; Query time: 155 msec 5oH provider
« dig @DoHforwarder www.dns-oarc.net AAAA Pv4 addres

— - ANSWER SECTION:
— www.dns-oarc.net. 120 IN AAAA 2620:ff:c000::198

— :: Query time: 110 msec
,, Query DoH forwarder
saue“es
— NCHLDEIELGLFEZS S— Web server
— : Internet
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Evaluation of DoH over HTTP Proxy

» Open Proxies{E 5D X7z D T, L\ DOHDDoHD Az
Wt CE=AHsquUIdZ=EIMNT
— acl doh dstdomain dns.google

— acl doh dstdomain cloudflare-dns.com

— acl doh dstdomain doh.opendns.com

— acl doh dstdomain dns.quad9.net

— acl doh dstdomain public.dns.lij.jp

— http_access allow doh CONNECT SSL_ports all

— http_access deny all

. SEIZEETHALILOEER / BN
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jPRS
Evaluation of DoH over HTTP proxy (1)

» Start special DoH forwarder

—perl DNSforwarder.pl -u 203.178.129.11/53 -H
https://cloudflare-dns.com/dns-query -P proxyaddr/port
—DoH forwarder’s listen address is 203.178.129.11 port 53

* DoH server address is https://cloudflare-dns.com/dns-guery
- cloudflare-dns.com:443~MD#E#E(Z. HTTP ProxyZ{& Ff



https://cloudflare-dns.com/dns-query

R Y

N

Evaluation of DoH over HTTP proxy (2) JPR

« dig @DoHforwarder id.server CH TXT
— ;; ANSWER SECTION:
— ld.server. 1 CH TXT °“NRT"
Cloudflare’s Tokyo node
— ;; Query time: 171 msec

- dig @DoHforwarder www.dns-oarc.net AAAA C\’/H4 gg(’j"ris:r
— ;; ANSWER SECTION:

_ www.dns-oarc.net. 120 IN AAAA 2620-ff:c000::198
DoH forwarder

— ;; Query time: 173 msec

— #BR Dproxy TH., BIERESHI-H ﬁ
— CHACHVDBELSFEZS o™

B s e

' | Internet
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DoH over CGN/NAT64/proxy® [t &

o CDN®D#Z P& Hl 1z FEh1E

* DoH providers can track by using TLS session information
—TLS pinning EMDERBEILT HEREMNDOATREEHY
— BEAITLSZY>TOLEELGHT

* Public NAT64 services are located in Europe only

— High latency (1 second !) from Japan
e because UDP RTT is 238ms

— FIXDISPANAT64AZE IR L TULIWVNIEER AT 5E
e ZIFEISPOIFEHETIEDOHTANAAZIEN S
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Conclusion

« DoH providers L. query source IP addresses & DNS queries
ZHAH_EMNTES
— Privacyl&#R: (P77 RL X)), LD, AIERLEbhE=m
o privacyZ=FAIZIXEXEFE DY —IL T source IP address 2t &
AR
— DoH over CGN with low priced MVNO SIM: £\ 5ITEEZ S
— DoH over NAT64: European region & WIDE Internet TIX{#EA 5
— DoH over open HTTP(S) proxies (or Tor ): Ei<IF &,
s ENMMEEDDoHY— /N2 D% TN BsquidFIHEL TF=E0Y
* Any questions and suggestions ?
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