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CBIND 911 BIND Release Model QTnet

- REAEIY 7/R— b /\—3 3 >~ Extended Support Version(ESV)
- 2021 F12HKRICYIR—MET
- 2022F 3R X THATNREFMEDEIEIEIRA NI 7 4 — h TR

Z% | https://kb.isc.org/docs/aa-00896

Even = stable BIND 9 Release Model
Odd = development

Q4'17 Q1'18 Q2'18 Q3'18 Q4'18 Q1'19 Q2'19 Q3'19 Q4'19 Q1'20 Q2'20 Q3'20 Q4'20 Q1°21 Q221 Q3'21 Q421 Q1'22 Q222 Q3'22 Q422 Q1'23 Q223 Q3'23 Q423 Q1'24 Q2'24 Q3'24 Q4'24 Q1'25 Q2'25 Q325 Q4'25 Q126 Q2'26 Q3'26 Q4'26 Q127 Q2'27 Q327 Q427
BIND 9.11 Stable->ESV
BIND 9.16 Stable->ESV
BIND 9.17
BIND 9.18 Stable->ESV
BIND 9.19

BIND 9.20 Stable->ESV ——
BIND 9.21 \

BIND 9.22 Stable->ESV

BIND 9.23 \

BIND 9.11-8 0
BIND 9.16-5 IR
BIND 9.18-5 IR

BIND 9.20-S

Development Arelease that is being actively developed. Reported bugs and security issues are fixed and point releases are made quickly. BC break allowed.

Active Support ESV An ESV release that is being actively supported. Reported bugs and security issues are fixed and regular point releases are made. New features may be added. No BC break allowed.

Arelease that is being actively supported. Reported *serious* bugs and security issues are fixed and regular point releases are made. No new features will be added.
Arelease that is supported for critical and security issues only. Releases are only made on an as-needed basis. No protocol maintenance, no new features.
Arelease that is no longer supported. Users of this release should upgrade as soon as possible, as they may be exposed to unpatched security vulnerabilities.

-S (Subscription) A subscription release that is being actively supported. Based on the Gritieal-enly Active Support ESV branch + rew subscriber-only and newer features.

A subscription release that is supported for critical security issues only.
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- J\—I 3 VDEFE
- BIND 9.1 Status: ESV

' ] ' recommended for
- BIND 9.16  Status: Current-Stable
- BIND 9.17  Status: Development

Even = stable BIND 9 Release Model
Odd = development

Q4'17 Q1'18 Q2'18 Q318 Q4'18 Q1'19 02'19 Q3'19 Q4'19 Q120 Q220 Q3'20 Q420 Q121 Q2'21 Q321 Q421 Q1'22 Q2'22 Q3'2 Q422 Q1'23 Q223 Q323 Q423 Q1 2%
BIND 9.11 Stable->ESV
BIND 9.16 Stable->ESV
BIND 9.17

5|F: https://www.isc. org/blogs/2021 -bind-release-model/
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9.16

- New asynchronous, multi-threaded networking framework

* New KASP-based dnssec-policy

- Serve Stale improvements

+ 9.16 will be declared ESV with the July release:
* N0 more refactoring
* no performance regression from 9.11
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Feature Full resolver Authoritative DNS
DDOS Mitigation: Serve Stale v
DNSSEC: Key and Signing Policy v
DNSSEC: "validate-except" Permanent Negative trust anchors v
EDNS Padding (RFC 7830) v v
Management: automatic DNSTAP file rolling v v
Management: timestamp suffix option for rolled log files and DNSTAP files v v
Mirror Zones v .
filter-aaaa.so
Module - plug-in support for query processing v v Q0 Jj{%}?ﬁ
Performance: EDNS TCP keepalive support (RFC 7828) v v
Performance: glue cache v v
Performance: minimal responses v v
Performance: answer synthesis from cached NSEC v
Performance: Pipelined TCP queries (server side) v v
QNAME Minimization v
RPZ: refactored RPZ v
RPZ: Response Policy Service API v

L
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Feature Full resolver Authoritative DNS =3
EDNS Client-Subnet (ECS) option support for authoritative servers v
DLV (DNSSEC Look-Aside Validator) v
Windows 32-bit support v v deprecated

We will try to create a separate dig.exe and post that as a
separate download, so people can still use dig on Windows. If we

are able to do this, it will not be an officially maintained product.
https://www.isc.org/blogs/bind-update-summer2021/
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- DDOS Mitigation: Serve Stale
- ERIDNSH I E Z R B RVIRRE E IR > F2BRIC. ZILY VILIKHERRRYIN D
Ty YazHHYT 5 I & THBIBRZ KT AIREIC T HIERE

2% | https://kb.isc.org/docs/serve-stale-implementation-details

- T 7 #)L N
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BIND 9.16 Serve Stale improvements

Changed defaults per RFC 8767 recommendations:
+ max-stale-ttl changed from 1 week to 1 day to declutter the cache.
- stale-answer-ttl changed from 1 second to 30 seconds.
New configuration options:
* Stale-cache-enable has been introduced to enable or disable keeping stale answers in cache.
- stale-refresh-time has been introduced to allow serving stale RRset before refreshing it.

 Stale-answer-client-timeout that controls the time that 'named” waits for remote server to answer
before serving answer to the client.

Several of these changes were based on research from JPRS and the ISP group, including QTNET - we
appreciate the testing!

* https://indico.dns-oarc.net/event/38/contributions/846/attachments/804/1424/evaluation%200f%20anti-
DDo0S%20features%201.pdf
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- Performance: minimal responses
- Authority , Additionalt 7 > 3 > %z Hl> TIc &z IR
- IDET A XEIRIC KB L AR A DM E
- 7 7 # )L b [Eno-auth-recursive

no-auth-recursive: the same as no-auth when recursion is requested
in the query (RD=1), or the same as no if recursion is not requested.

- QNAME Minimization

Z% | https://www.isc.org/blogs/gname-minimization-and-privacy/

- ZEIFRRICHELGREREDBHRDH ZHERDNSICEWELTET B K S ICT Bl

- T 7 #)L ~Zrelaxed . fFFD Y U —X TldstrictiC(RFC 7816IC EEICHKED)
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- BIND 9 Significant Features Matrix
- https://kb.isc.org/article/AA-01310/0/BIND9-Significant-Features-Matrix.html

- BIND Updates
- https://www.isc.org/blogs/bind-update-summer2021/

- BIND 9.16 Administrator Reference Manual (ARM)

- https://kb.isc.org/docs/bind-916-administrator-reference-manual

- Release Notes
- https://www.isc.org/download/
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BIND 9.18

 Planned for January, 2022

* Includes DNS over TLS (DoT) & DNS over HTTPS
(DoH)

* Encrypted transports based on the new network
manager infrastructure

* Includes XFR over TLS
* DoT and DoH are currently available in 9.17 for testing
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