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tile.openstreetmap.org.
- FEUDMCS, IDOF v S 21 DNSH—/NCEH < ESERVFAILICIED
- dig +trace9 3 &51175

openstreetmap.org. 86400 IN NS daisy.ns.cloudflare.com.
openstreetmap.org. 86400 IN NS rajeev.ns.cloudflare.com.
;; Received 98 bytes from 2001:500:f::1#53(2001:500:f::1) in 172 ms

tile.openstreetmap.org. 86400 IN CNAME tile.geo.openstreetmap.org.
geo.openstreetmap.org. 86400 IN NS chrysophylax.openstreetmap.org.
geo.openstreetmap.org. 86400 IN NS katie.openstreetmap.org.
geo.openstreetmap.org. 86400 IN NS saphira.openstreetmap.org.
geo.openstreetmap.org. 86400 IN NS stormfly-04.openstreetmap.org.
geo.openstreetmap.org. 86400 IN NS ridgeback.openstreetmap.org.
geo.openstreetmap.org. 86400 IN NS balerion.openstreetmap.org.

;; Received 205 bytes from 173.245.58.90#53(173.245.58.90) in 6 ms
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tile.geo.openstreetmap.org. 600 IN CNAME hsinchu.tile.openstreetmap.org.
;; Received 71 bytes from 2001:8€0:40:2039::10#53(2001:8€0:40:2039::10)
in 203 ms

hsinchu.tile.openstreetmap.org. 600 IN A 140.110.240.7
;; Received 64 bytes from 2606:4700:50: :adf5:3a5a#53(2606:4700:50: :adf5:
3a5a) in 2 ms
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dnsviz.net CsANTHD
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[corvallis—m .tiIe.openstreetmap.orgm) NSEC [ti|e.openstreetmap.org!CNAME
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(ti le.geo.openstrestmap.org/CNAME Gi le.geo.openstrestmap.org/C NAME)'

BRRRRER DLl ]

geo.openstreetmap.org A
(2020-06-18 06:17:33UTC)

https://dnsviz.net/d/tile.openstreetmap.org/XusG_A/dnssec/
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~dnsviz.netTOIS—

Errors:

geo.openstreetmap.org zone: The following NS name(s) did not
resolve to address(es): [a-f].ns.openstreetmap.org

Warnings:

openstreetmap.org to geo.openstreetmap.org:
The following NS name(s) were found in the authoritative NS RRset,
but not in the delegation NS RRset (i.e., in the openstreetmap.org
zone): [a-f].ns.openstreetmap.org

openstreetmap.org to geo.openstreetmap.org:

The following NS name(s) were found in the delegation NS RRset
(i.e., in the openstreetmap.org zone), but not in the authoritative
NS RRset: balerion.openstreetmap.org, -
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““g'é'o'.'bpenstreetmap.org NS

A ? [a-f].ns.openstreetmap.org::? ?

55 ANSWER SECTION:
geo.openstreetmap.
geo.openstreetmap.
geo.openstreetmap.
geo.openstreetmap.
geo.openstreetmap.
geo.openstreetmap.

org.
org.
org.
org.
org.
org.

dig @daisy.ns.cloudflare.com

86400
86400
86400
86400
86400
86400

-t

IN
IN
IN
IN
IN
IN

ns

NS
NS
NS
NS
NS
NS

geo.openstreetmap.org

saphira.openstreetmap.org.
ridgeback.openstreetmap.org.
balerion.openstreetmap.org.
katie.openstreetmap.org.
stormfly-04.openstreetmap.org.
chrysophylax.openstreetmap.org.
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~ geo.openstreetmap.org NS

A ? [a-f].ns.openstreetmap.org::? ?

dig @balerion.openstreetmap.org -t ns geo.openstreetmap.org

55 ANSWER SECTION:

geo.openstreetmap.org. 86400 IN NS
geo.openstreetmap.org. 86400 IN NS
geo.openstreetmap.org. 86400 IN NS
geo.openstreetmap.org. 86400 IN NS
geo.openstreetmap.org. 86400 IN NS
geo.openstreetmap.org. 86400 IN NS

.ns.openstreetmap.org.
.ns.openstreetmap.org.
.ns.openstreetmap.org.
.ns.openstreetmap.org.
.nhs.openstreetmap.org.
.ns.openstreetmap.org.
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IRV It
Unbound-1.8.x: FfED\MED CTHRBIFRTE D
Unbound-1.10.1: BEIDMED EARAFRTEIRAS RS

D Y N STt (- SITTIT

log levelZ&HF T (verbosity: 3)#3

Level 1 gives operational information.

Level 2 gives detailed operational information.

Level 3 gives query level information, output per query.
Level 4 gives algorithm level information.

Level 5 logs client identification for cache misses.
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~ UnboundO%

1.10.1:
1. X.nSOA/AAAAEFSETDR Y. geoDNSE

2.

=

1

2(CBE(CEZ(C17< — NXDOMAIN

FETONSICREIZ (C1T< — NXDOMAIN
3. [a-f].ns2TICBALT1-2%&H1T9 3 (6E) > TR TNXDOMAIN

debug:

debug:

request has exceeded the maximum
nxdomain nameserver lookups with 6
return error response SERVFAIL

number of

HDO -
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sourcezRCHD

https://github.com/NLnetLabs/unbound/blob/master/iterator/iterator.c#L2181

if(ig-=target_count && ig->target_count[2] = MAX_TARGET_NX) {
verbose(VERE_QUERY, "request has exceeded the maximum "
R [T =I g Tl cdomain nameserver lookups with gl
ig->target_count[2]);
errinf(gstate, "exceeded the maximum nameserver nxdomains");
return error_response(qgstate, id, LDNS_RCODE_SERVFAIL);

https://github.com/NLnetLabs/unbound/blob/master/iterator/iterator.h#L60

A** max number of nxdomains allowed for target lookups for a guery and
* its subqueries */
#define MAX_TARGET_NX 4
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‘539 Tersey ¢l - < o) WA XL
NXNSAttack¥izPatchz R CH S (git blameTH)

https://github.com/NLnetLabs/unbound/blob/master/iterator/iterator.h

@@ -2136,6 +2178,13 @@ processQueryTargets(struct module_gstate* gstate, struct iter_gstate* 1iq,
errinf(gstate, "exceeded the maximum number of sends");
return error_response(qgstate, id, LDNS_RCODE_SERVFAIL);

}
if(ig-=target_count && ig-=target_count[2] = MAX_TARGET_NX) {

verbose(VERB_QUERY, "request has exceeded the maximum "
" number of EGLHIENIEENEI QU SR ERRI R d"
ig->target_count[2]);
errinf(gstate, "exceeded the maximum nameserver nxdomains");
return error_response(qstate, id, LDNS_RCODE_SERVFAIL);

} TY &ha——

EWVDSDOIFT. NXNSAttacck¥itR T—ED&AHIAHRHFDNXDOMAIN
DEEC ER(GEFT)MEITSNIZiZHTUZ. UG, TERL(?)
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" before NXNSAttack DS Eh

EWVWS5h. NXDOMAINDEEL ERICZHTZD TLWRWES

3. [a-f].nsZ2TICEALT1-2%Zi1T79 2~ I XN TNXDOMAIN
4. BEFETDNS(cloudflare)lctile.geo.openstreetmap.org AZE< (ANx—)
5. referral iR > TE/=NS(saphira®. BRBEIFFERTED)ICWH LT
tile.geo.openstreetmap.org AZEE
CNAME hsinchu.tile.openstreetmap.org =183
6. hsinchu.tiledAZ openstreetmap.orgdONS(cloudflare) (CREIE. AZ1ED
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