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2. Brief Description of the Protocol

If an IXFR client, which likely has an older version of a zone,

thinks it needs new information about the zone (typically through SOA
refresh timeout or the NOTIFY mechanism), it sends an IXFR message
containing the SOA serial number of its, presumably outdated, copy of
the zone.
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4.3.5. Zone maintenance and transfers

~ (FhEg) ~
Whenever a new zone is loaded in a secondary, the secondary
waits REFRESH seconds before checking with the primary for a new serial.
If this check cannot be completed, new checks are started every RETRY
seconds. The check is a simple query to the primary for the SOA RR of
the zone.
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_____QNAME_ | La—F | RCODE ___

example.com &% (TE=) NoError
testl.abc.example.com H5 NoError
test2.abc.example.com AR NXDomain
abc.example.com A NoError(NoData)
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B.2.1. No Data Error, Empty Non-Terminal

A "no data" response because of an empty non-terminal. The NSEC3 RR
proves that the name exists and that the requested RR type does not.

B RFC 8020 TEARE SN TLVET,

3.1. Updates to RFC 1034

~ (fhf&) ~ *ENTIXEmpty Non-Terminal D B&
The correct response to ENTs is NODATA (i.e., a response code of
NOERROR and an empty answer section).
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8. Time to Live (TTL)

~ (FREg) ~
with @ minimum value of 0, and a maximum value of 2147483647.
That is, a maximum of 2731 - 1.
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Implementations should treat TTL values received with the most
significant bit set as if the entire value received was zero.
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4 - SOA Minimum Field
~ (HB&) ~

The remaining of the current meanings, of being the TTL to be used
for negative responses, is the new defined meaning of the SOA minimum
field.

B AAHT47 Xy a®TTLIZSOALaA—FOMINIMUMZ4— )L
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5 - Caching Negative Answers
~ (HHBg) ~
When the authoritative server creates this record its TTL
is taken from the minimum of the SOA.MINIMUM field and SOA's TTL.
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$TTL 3600
@ IN

$ORIGIN example.jp.

SOA nsl.test.jp. a.test.jp. (

2019062801 ; serial
3000 ; refresh
3000 ; retry

100 ; expire

2147483648 ; minimum < TTLO R KE+1D{E

)
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3. The RRSIG Resource Record

~ (hEg) ~
The TTL value of an RRSIG RR MUST match the TTL value of the RRset it
covers.
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2.2. Including RRSIG RRs in a Zone

~ (HHBg) ~
For each authoritative RRset in a sighed zone, there MUST be at least
one RRSIG record that meets the following requirements:

~ (HBg) ~

o The RRSIG RR's TTL is equal to the TTL of the RRset.

ights Reserved.
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The process for constructing the RRSIG RR for a given RRset is

described in [RFC4034]. An RRset MAY have multiple RRSIG RRs
associated with it.

~ (FHEE) ~

In particular, the TTL values among RRSIG RRs with a common owner
name do not follow the RRset rules described in [RFC2181].
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10.4. Transitioning a Signed Zone from NSEC to NSEC3

When transitioning an already signed and trusted zone to this
specification, care must be taken to prevent client validation
failures during the process.

The basic procedure is as follows:

~ (HEg) ~
10.5. Transitioning a Signed Zone from NSEC3 to NSEC

To safely transition back to a DNSSEC [RFC4035] signed zone, simply
reverse the procedure above:
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1. NSECEL%1TS
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2. Add signed NSEC3 RRs to the zone, either incrementally or all at

once. If adding incrementally, then the last RRSet added MUST be
the NSEC3PARAM RRSet.

3. Upon the addition of the NSEC3PARAM RRSet, the server switches to

serving negative and wildcard responses with NSEC3 RRs according
to this specification.
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