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17.Q4 '18.Q1 18.Q2 '18.Q3 '18.Q4 "19.Q1 '19.Q2 19.Q3 "19.Q4 '20.Q1 '20.Q2 '20.Q3 °"20.Q4 '21.Q1 "21.Q2 "21.Q3 '21.Q4 '22.Q1 22.Q2 '22.Q3 'Z2.Q4 23.Q1 '23.Q2 '23.Q3 '23.Q4 '24.Q1 '24.Q2 '24.Q3 '24.Q4 25.Q1 '25.Q2 '25.Q3 25.Q4 '26.Q1
BIND 9.9

BIND Q.70
BIND 9.1 ESV
BIND 9.2
BIND 13
BIND 14
BIND 15
BIND 16 ESV
BIND 17
BIND 18
BIND 19
BIND 20 ESV
BIND 21
BIND 22
BIND 23
BIND 24 ESV

BIND9.70-S
BIND 9.71-5
BIND 16-S
BIND20 S
BIND 24-S

Arelease that is being actively developed. Reported bugs and security issues are fixed and oont releases are mede quickly. BC break allowed

Arelease that is being actively supportad. Reported bugs and security issues are fixed and regular point releases are made. No BC break alowed

Acive Support ESV An ESV release that is being actively supoorted. Reported bugs end security issues ara fixed and regular point releases are made. No BC break allowed
Arelease that Is being actively supportad. Reported “serious” bugs and sacurlty Issues are fixed and regular point releases are made.

Arelease that is supported for criticzl and security issuzs only. Releases are only made 01 en as-neadad basis.

Arclcasc that is ro longer supported. Users of this relcase sheould uograce as soon as pessible, as they may ke exposed to unpatched sccourity vulnerabilities.
S (subscription)  Asubscription release that is being actively suppdrted. Besed on the Critical-only branch + rew features

Asubscription releases thatis supported ‘or critical security 'ssues cnly.

5| H: https://www.isc.org/blogs/bind-release-strategy-updated/
BIND 9.9% M 2018F6ARKICHRN—KUINnIc | (B5&3H )
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From ISC

BIND 9.9 and 9.10 EOL dates extended to end of June, 2018
with security patches for a further quarter if needed

'17.Q4 '18.Q1 '18.Q2 '18.Q3 '18.Q4 '19.Q1 '19.Q2 '19.Q3 '19.Q4 '20.Q1 '20.Q2 '20.Q3 '20.Q4 '21.Q1 '21.Q2 '21. '22.Q3 '22.Q4 '23.Q1 '23.Q2 '23.Q3 '23.Q4 '24.Q1 '24.Q2 '24.Q3 '24.Q4 '25.Q1 '

BIND 9.11 will be
supported through 2021

BIND 9.9
BIND 9.10
BIND 9.11 ESV
BIND 9.12
BIND 13
BIND 14
BIND 15
BIND 16 ESV
BIND 17
BIND 18
BIND 19
BIND 20 ESV
BIND 21
BIND 22
BIND 23

BIND 24 ESV [T

BIND 9.10-8 B

BIND 9.11-5 I

BIND 16-S DR

BIND 20-S [T

BIND 24-S

_ Arelease that is being actively developed. Reported bugs and security issues are fixed and point releases are made quickly. BC break allowed

Active Support Arelease that is being actively supported. Reported bugs and security issues are fixed and regular point releases are made. No BC break allowed

Active Support ESV  An ESV release that is being actively supported. Reported bugs and security issues are fixed and regular point releases are made. No BC break allowed
Arelease that is being actively supported. Reported *serious* bugs and security issues are fixed and regular point releases are made.

Arelease that is supported for critical and security issues only. Releases are only made on an as-needed basis.

End of life Arelease that is no longer supported. Users of this release should upgrade as soon as possible, as they may be exposed to unpatched security vulnerabilities.
-S (subscription) A subscription release that is being actively suppased on the Critical-only branch + new features

A subscription releases that is supported for critical security issues only.

https://www.isc.org/blogs/bind-release-strategy-updated/
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Consortium

From ISC

BIND 9.11 — June 2016

 BIND 9.11, supported for 2 years already, will
be supported through the end of 2021

* Many new features: Catalog zones, DNS
cookies, RNDC improvements, Negative trust
anchors, Dyndb interface, DNSTAP

* https://www.isc.org/downloads/bind/
bind-9-11-new-features/

Copyright © 2018 QTnet, Inc. All rights reserved. 8
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Internet Systems

Consortium

From ISC
BIND 9.12 — January 2018

* NSEC aggressive use, sponsored by APNIC, reuses
cached information to provide negative answers

* Serve Stale, contributed by Akamai, to address
the problems like the October 2017 Dyn outage

* New glue cache provides dramatic improvement
in performance for TLDs, glue-heavy scenarios

* [Significant refactoring, which will facilitate
adding QNAME minimization and Local Copy of

the Root zone in 9.13.2]

Copyright © 2018 QTnet, Inc. All rights reserved. 9
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- BIND 9.11 ESV(Extended Support Version)
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BIND9 Significant Features Matrix

https://kb.isc.org/article/AA-O1310/0/BIND9-Significant-Features-Matrix.html

BIND 9.11 New Features
https://www.isc.org/downloads/bind/bind-9-1 1-new-features/

[Knowledge Base] BIND 9.11 Features
https://kb.isc.org/category/219/0/10/Software-Products/BIND9/Features/BIND-9.1 1-Features/

- BIND Q.11 (ZILU VILIOANDEEICDWTEF EHFE U T,

BIND9.O 0.1 THgELLE (RIFEEHDFETY)
https://dnsops.jp/XX::-
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- DNSSEC Lookaside Validation(DLV) D —ER#&EEH] bR

DLVL Y X M UHSDLVL O— K ZZ8R U TDNSSEC ValidationfT S #£8e
- BIND 9.12¢dIviggE D HIIFR
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QTnet

- DNSSEC: Negative trust anchors(NTA)

h . ]

BINDO.TT(ZILUYVILIN)TlE, COBEBEITT 7 AL N THEHED RXA VIFIEEES N TLVAL
- BHED KA A4 »ODNSSEC Validation % #5354l 3 % %4

- BIND 9.9 (Subscriptionfit z f& < ) Tl, IXTZ2HILIT 22 & LTS R1o7,

- bl 7 7 4V B CLRFE, mRiE—HEE (nta-lifetime)

-7 ) FTh5E Fi2. ValidationSE R HERE,
FERDFER . M WS IIntaZz 5012 72 %5, (nta-recheck)

» Trust Anchor Telemetl”y https://kb.isc.org/article/AA-01528/0/BIND-Trust-Anchor-Telemetry-in-BIND-9.9.10-9.10.5-and-9.11.0.htm
BINDO.11(ZJLUYVILIN)TlE. CO#EBEIZT 7 4 )L~k TER (BIND9.9.10M 5 FH))

- KSK Rollover|c @} f=#8E,

- trust-anchor-telemetry no;C

WS DB DERDNSICXTUT, BENF>TWEANZIARN VY H—DERZENIT 5,
4 DV A EE,

[£Z&] KSK2010TIHET D YR MDD RHASINE L o
http://root-trust-anchor-reports.research.icann.org/rfc8145-addresses.txt
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- DDOS Mitigation: DNSCOOKIE (previously called SIT)
BINDO.11(ZJILY YVILIN)TlE. CO&BEIXIT 7 AL S TEZITY,
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IPv6 Changes in BIND 9.11.0, BIND 9.10.4 and BIND 9.9.9
https://kb.isc.org/article/AA-01349/0

- Resolver: Prefer IPv6 when querying authoritative servers

BINDO.11(ZJILYU YVILIN)TlE. CDEREIXT 7 A )L K TEMTI,
- 2 DDHEE (preferred-glue,ve-bias) h¥int - e,

- preferred-glue

0 11:77AIKNIIT)ZREULREIPIN—23 % EHL9.9: 7 7 AL hnone THEAITKR WA L
BIND Q. 11DOF7A#)LEhTlE., 2TUEZEULREIPN—Y3 > 07 ) —L O— RKRE2ELS TS,
fcE ZIE, IPve oI Z#ZEUEES. AAAAL O— R%ES(cadditional sectionlciBf0U .

RADHNIFAL
- v6-bias (77 # )L

— I\\\%—:Ebu—a—%}o

~ (FZ50ms)

LYV ILIHILERFBICE D WTHERDNSZEIRT SRIC, IPv6ZEL LU GERS B 51HEE,
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. . Early refresh of cache records (cache prefetch) in BIND
ReSOIVer CaChe prefetCh https://kb.isc.org/article/AA- 01122/0

QTnet

BINDO.11(ZJLY VILIN)Tld. CDigEIET 7 A4 )L K THEMTI, (prefetch O; TEXN1L)

- TTLAYUIN S HIIC. BEBWSLEZITWF v v > 19 6

- TCEKBHICF Y Y2 2T DEETIFRS, NUAT—ERDBTITY —HHE

. DDOS Mitigation: SERVFAIL caching

- ServFallE B> TefgRzF v v a9 b,
-TF7AI)LMNET#, HARI0F

- Performance: Large server tuning

= L f:i%l/zl_\@&o

BINDO.11(ZJLY VILIN)TlE. ZDHEEIZT 7 A4 )L kN TEMTYI, (servfail-ttl O; ¢HE%N1b)

BINDO.11(ZJLU YVILIN)Tld. CDHEEEIET 7 # )L b TEZ). --with-tuning=large tE %11t

-%"Eﬁ'éfotﬁ—/\‘ﬁ(d/\"77r NVAFa1—=20
- B —/\CEHEZS| =R I eEEN B D,

e
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- EDNS: Improved EDNS fallback processing
- BIND 9.10D05 DR ZEE
- )LD VIVISHHF 2 ICHERDNSICE WS bt 5 BRIC. EDNSDbuffer size%
512byte TCHRIWEHLEZITD,

IO U 1235

BEDREB/YA XTI RINYA XL, EDNS/IXT v b A X ZH/ET B,

- cacheZdumpd % & Address database dumpt 7 ¥ 3 VICSARRICET 2 15HRHHERA]

Testing authoritative server support for EDNS and large UDP buffer sizes in BIND 9.10
https://kb.isc.org/article/AA-01350/0

- Management: DNSTAP query/response logging

- BINDO.11(ZJLD YVILIN)TlE. COREEEIE T 7 A4 )L ~ TER). —enable-dnstap TE®IML

dnstap http://dnstap.info/
Using DNSTAP with BIND https://kb.isc.org/article/AA-01342/0

- EDNS C
- EDNS C

lent-Subnet (ECS) for resolver
lent-Subnet (ECS) option support for authoritative servers

HEEDNSIZExprimental iiEE Rz 6HFE |
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DDOS Mitigation: Fetch limits (DDoS mitigati
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nes-per-server The default is zero. (no limit)

- fetc
- fetc
- fetc

D99 8MSAVINTILA T g VIEE
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N CIEETY,
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nes-per-zone  The default is zero. (no limit)
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