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g Sign in with Dropbox
Sign in with Facebook
* Sign in with Google
t Sign in with Tumblr

¥ Sign in with Twitter

ID4me



IR SSO DERE =

« OTTAFIEEN. TSV REEINTUS

» TSN\ —REEELL

» I—Y—(C& > TOBEE & BIREE O



ID4me DX W |~

Stay Open. Dx®



IDdme D A v |~

ITVRI—Y—A

* NI

c A—TFUTCTIxFL—avanec
« EBER(CEDUNT

s D7 TVT—2 3 VICEILRIEE



IDdme D A v |~
BARTR(C

OpenlID Connect 7= X...

« EOEERL
* TARXANY— - TFOLX (KX+&BZID EULTED)
* IDIR—FEYT 1 (RXAVRDA—FT—TZ225H)
s O—JL- /I L—T3aYy (BE vs. I—F—BEHREE)

e A—Y—-- Ut IE - VRIXVK



Rk D SSO?!




R/ A —/\E 1 —

Stay Open. Dx®



ML A —/\E 1 —

Single set of User
credentials . authorization
provider
. a T User
User )  information
provider

Service #1 Service #2 Service #3




ML A —/\E 1 —

ESPHOTIDEESS?

Any valid DNS hostname (in TLD registry DNS
a domain you can access)
can be your DomainiD g
identifier, e.g. “user.open- 3. Set up _
xchange.net" 2. Register DNS records 5. Verify
. DNS records

domain name

— i

1. Acquire service

Q=g

. Provide identifier

6. Confirm identifier
S \jentny agent

8. Activate and set password

4. Register identifier
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authority
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Identity authority DNS
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recognized by cookie) 2”

_” - 5. Login 3. Request login 2. Discover authority
_e” OK and agent
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» 1. Provide identifier — 6. Request user data
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8. Login completed . 7. Send user data .
User J P Relying party ldentity agent

(any online service)
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* An Architecture for a Public Identity Infrastructure Based on DNS and OpenlID Connect

* https://datatracker.ietf.org/doc/draft-bertola-dns-openid-pidi-architecture/

* OpenlD Connect DNS-based Discovery

* https://datatracker.ietf.org/doc/draft-sanz-openid-dns-discovery/
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https://gitlab.com/ID4me ID4me o

ID4me is a universal identity providing login and data access. ID4me is an open group of ISPs, Software Developers
and other Entities that care about the future of the Internet and want to defend its distributed and federated
architecture

Filter by name...
o ACME Server
ACME Server Java implementation based on https://tools.ietf.org/html/draft-ietf-acme-acme-09
nc C21ID Claims Source in ID4me
Connect2ID Claims Source implementation for ID4me: https://connect2id.com/products/server/docs/integration/claims-source
o ID4me documentation
Public Repository of working drafts and overview documents
o c C21ID Authorization Endpoint in IDdme
OIDC Auth Endpoint in ID4me. Additionally under
fdns-lookup-ms: uservice for OIDC DNS-based discovery (s. draft-sanz-openid -dns-discovery - 01.txt) /user-account-board: Web user dashboard for an Identity A
o identity-agent-prototype
The ID4me Identity Agent Open Prototype Implementation
R R RelyingPartyApi
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HOME ABOUT ENGAGE JOIN DOCUMENTS & SANDBOX

ToreVeRYERg
ID4me is your Universal Digital Profile.
An open, public, user-friendly Internet identity that makes your life easier.
Useful Secure Privacy-friendly Open
Tired of remembering hundreds of No password recycling, no lousy Why would you connect all your logins Do you really want to lock your
usernames and passwords? With websites leaking accounts: with ID4me, with your social media account and get personal information inside someone's

ID4me, you only have one account to you only log in once at the provider of them all tracked? With ID4me, you can closed system? ID4me is an open,
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Jan Hilberath (172 - EJLXZ—)
<jan.hiloerath@open-xchange.com>
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+81 3 3527 3630

POWERDNS
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