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°® TYPE T Value [T] Meaning [T Reference [T Template [T] Ezg;algatmn
AVC 258 Application [Wolfgang_Riedel] AVC/avc-completed-template  2016-02-26
Visibility and
Control
SMIMEA 53 SIMIME cert [draft-ietf-dane-smime] SMIMEA/smimea-completed-  2015-12-01
association template
CSYNC b2 Child-To-Parent RECT47T 2015-01-27
Synchronization
OPENPGFPKEY 61 OpenPGP Key [REC-ietf-dane-openpgpkey-12] OPENPGPKEY /openpgpkey- 2014-08-12
completed-template
CDMSKEY ] DMSKEY(s) the RECT344 2014-06-16
Child wants
reflected in DS
EUIG4 108 an EUI-64 address [RECT043 EUIG4/euitd-completed- 2013-03-27
template
ELI48 108 an EUI48 address [RECT043 EUl48/euida-completed- 2013-03-27
template
cDs 59 Child DS RFCT344 CDS/cds-completedtemplate  2011-06-06 _
CAA 267 Certification RFCG844 CAA/caa-completed-template  2011-04-07 Z
Authority
Restriction J:
LRI 256 URI RECTR53 LRl uri-completed-template 2011-02-22
TALIMK 58 Trust Anchor LINK -~ [Wouter_Wijngaards] TALIMK/talink-completed- 2010-02-17
template
RKEY 57 RKEY Jim_Reid RKEY/rkey-completed- 2008-01-21
template
MINFO LG MINFO Jim_Reid MINF O/ninfo-completed- 2008-01-21
template
TA 32768 DMSSEC Trust Sam_Weiler 2005-12-13

Autharities

[http:/fcamea. library. cmu.edus][
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E m CVE-2015-5477: An error in handling TKEY queries can
' cause named to exit with a REQUIRE assertion (2015/07/28)
m CVE-2015-5986: An incorrect boundary check can trigger a
REQUIRE assertion failure in openpgpkey_61.c (2015/09/03)
m CVE-2015-5722: Parsing malformed keys may cause BIND
to exit due to a failed assertion in buffer.c (2015/09/03)
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1JGjpeg !
libtiff 1 2345

Mozilla Firefox 123 4

Adobe Flash / PCRE 1224

LibreOffice 1234
GnuTLS !
PuTTY 2
bash (post-Shellshock) * 2

pdfium * 2

ibarchive 123456 -

BIND 1 3 E -
Oracle BerkeleyDB ! 2

FLAC audio library * 2

67

res 1

Tnfo-Zip unzip 2

NetBSD bpf !

mutt 1

pdksh * 2

redis / lua-cmsgpack *

libjpeg-turbo * 2

mozjpeg *

Internet Explorer 123 4

sqlite 1234

poppler !

GnuPG 1234

ntpd *

QEMU ! 2

Android / libstagefright * 2

libsndfile 1 23 4

filet234

systemd-resolved 1 2

libtasn1 1 2 -+

man & mandoe 12345

proemail X

Qtl

taglib223
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libpng *

PHP12345

freetype 12

OpensSH 123

nginx 123

JavaScriptCore 1 2 3 4

libmatroska 1

Ima,geMagicklESAssézﬁ-..

lems *

i08 / ImageIO

less / lesspipe 1 23

dpkglZ2

libyaml t

OpenBSD pfet] 1

IDA Pro [reported by authors]

glibe *

ctags !

fonteonfig *

wavpack !

privoxy :23
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G A % SleuthKit * fwknop [reported by author]
— 4
exifprobe * jhead [*]
-~
D \\J ~ Xerces-C12 metacam *
—
exiv ! Linux btrfs 1234578
curl12 wpa_supplicant 1
Caut
dnsmasq * libbpg ()
. CV E libwmf * uudecode *

REC imliba libraw *
m CVE Hbsass 2
to e vic:

yaral234

FreeBSD syscons 1 23

% 5 screen ' 23 tmux ' 2
— DBz
—
UpPx?! indent *
m Shel
MMIX ! OpenMPT ! 2
dheped * Mozilla NSS t
mbed TLS Linux netlink
Linux xfs *
Adobe Reader *

radare2 1 2
XOrgt?
capnproto X
djvulibre *
Knot DNS *
libde265 [reported by author]
lame
MuPDF !
libbson *
W3C tidy-htmls *
John the Ripper ! 2
mosh *
openjpeg *
rxvtiz2
Nettle *
Linux extqg !

expat 1
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CVE-2015-5477: Bind TKEY Query Assertion Failure

[BIND 9] DiESEEZESWRENRE, BAL >FILY—
IN—RH TP OCIAFTEECR DS

(2015/7/31 19:24)
Internet Systems Consortium (ISC) HRFE - 2L TWLWADNSY I ~
[BIND 9] [CHWTH—EERE (DoS) WEENOIHE/ZAMESEE (CVE-
2015-5477) B*RDOho T, IhZEELELEER/I -2 3 A DERELES
F4ANJE2—S—MERT DEE/N v FOERAFTERDNMNCERT LS. %
SHEARLTZ RUH—EZ (OPRS) GBSl TERERL TS,

JPRSICEL B &, COMEEEHDREIE (PoC) O— RHITICHRY L ETRAKMENT
HD. BRENOY—-EX T/ (S - SoEEEMlEREENTLS LD,
[ENEF DI <HRT D] ELTLS.

ENTOHSEELTE, 2P (—U—EXERHTZSHIV - D/
BN 318, COMRSEHEICHT SWMBIC L > TERHOERMDNSY —/{—(CH 1
BHDONSH—EXHHELE, FERRIC—K, ERRNMTAT. Y-/ —-~AFItX
TERRLWEENMRERELTWECEEARL TS,

—pe -
hdais

T. 1Y RDONICO AL CVE-2015-5477 DK E
(238 > TBhFZK& TS lists.isc.org/pipermail
/bind ...

& View translatior

http://internet.watch.impress.co.jp/docs/news/714526.html

2015/07/295 81 BAKR) AR~ 7/29 AM118f [S#] — 7/31[B=
Z DB(£7/28,29(3RHNES%) (CRHELDUpdate ' T T3
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« CVE-2013-4854: A specially crafted query can cause BIND to
terminate abnormally (2013/07/26)

Crashes have been reported by multiple ISC customers.
First observed in the wild on 26 July 2013.

« CVE-2011-4313: BIND 9 Resolver crashes after logging an
error in query.c (2011/11/16)

ISC is receiving multiple reports and working
with multiple customers on this issue.

« CVE-2011-1910: Large RRSIG RRsets and Negative Caching
Can Crash named

T CHDISCIE. KAESSEDELE (Severity) Z [= (High) 1 &L5F
MU TWLWET, F/z.
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* bind-users@isc.org, dns-operations@dns-
oarc.net T [MTRADXxx> TOZ(ELVTBINDAY
BEICAICITE]

CVE-2013-3919 [was Re: resolver.c:4838: fatal error]

Michael McNally mcnally at isc.org

Fe're running varicous versicons CentlS. This happensed con both 5.3 and 5.5

Wed Jun § 00:04:53 UTC 2013
® Previous message: resolver.c:4858: fatal error
* Next message: CVE-2013-3919 [was Re: resolverc:4858: fatal error]
* Messages sorted by: [ date | [ thread | [ subject ] [ author |
On &/4/13 1:06 AM, Stas Pirogov wrote:
> Hello,
>
> since upgrading our binds to 9.%2.3 (from 5.8.2-P2Z) I've got
» folloving crash couple of times in last 3 davs:
>
» Q0d-Jun-2013 0B:33:09.531 gensral: critical: resolver.c:4B5F: fatsl =rror
> Q0d-Jun-2013 0B:33:09.531 gensral: critical: RUNTIME CHECH({tresult == 0)
> failed
> 04-Jun-2013 08:33:08.531 general: criticsl: exiting (dus te fatal error in
> library)
>
>
=
=

Plesses adviss

Congratulations, you hawve discovered a bug in BIND 9.9.3, 9.8.5, and
5.6-E5V-R9. Afrter analyzing it and concluding that the defect was
potentially usakle as a denial-of-service wector, our software
developers have produced an emergency patch release which has kbeen
announced on the bind-announce mailing list.

© 2015 Internet Initiative Japan Inc
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- | et =2 smbd
ﬂ_\ (ﬁ#j:uﬁ) ER2-oTES LD, "Congratulations, you have discovered a bug
E%;;QVE@_C N2 2 in BIND 9.9.3, 9.8.5, and 9.6-ESV-R9.”
5 . . ? | S . o PN
= T 5hTET lists.isc.org/pipermail/bind ... (#'w")
Fh TZ5..., DRSHER? 5 2 OEEAn
& £257T9,
*A FEG)ML?J 9:34 AM - 5 Jun 2013

% "bind-usersT9 ,
Fh TZ2H.... UpBlOdBNIBHINE5,
&= ThhbxE Uk, & -

Reply to @smbd

=
=
==

Tomohiro Nakashima (2shima nakatomo - 5 Jun 2013
Congratulations % #3—Y0 | RT: @smbd "Congratulations, you have
«hW discovered a bug in (snip)” lists isc.org/pipermailbind. . ... (#w")
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(2014/04/18 final release of BIND 10)
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https://github.com/bundy-dns/bundy

