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 DNS as code - Tools for managing DNS across multiple providers
 https://github.com/github/octodns

README.md

OCtoDNS

DNS as code - Tools for managing DNS across multiple providers

In the vein of infrastructure as code OctoDNS provides a set of tools & patterns that make it easy to manage your DNS
records across multiple providers. The resulting config can live in a repository and be deployed just like the rest of your
code, maintaining a clear history and using your existing review & workflow.

The architecture is pluggable and the tooling is flexible to make it applicable to a wide variety of use-cases. Effort has
been made to make adding new providers as easy as possible. In the simple case that involves writing of a single class
and a couple hundred lines of code, most of which is translating between the provider's schema and OctoDNS's. More on
some of the ways we use it and how to go about extending it below and in the /docs directory.
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$ octodns-sync --config-file=./config/production.yaml --doit

[

Source
Provider

-~

] SN @) octoDNSN

Target
Provider

Target
Provider

11



@HEARTBEATS

OctoDNSDi&EE T 7 1)L (XY FdDOREADME.mdd& D)

. . TONAS—EE V- B0
config/production.yaml| (RFEIRET) FO)\A S —DIETE
S Zones:
providers: example.com. :

config: sources:
class: octodns.provider.yaml.YamlProvider - config
directory: ./config targets:
default ttl: 3600 - dyn
enforce order: True - routeb3
dyn:
class: octodns.provider.dyn.DynProvider config/example.com.yaml
customer: 1234
username: 'username' TT_ jEI;J\/_(é—OD
password: env/DYN PASSWORD fE1: €0 J—> T AL
routess: type: A (YAMLFEZR)
class: octodns.provider.routeb3.Route53Provider values .
access key id: env/AWS ACCESS KEY ID _1.9.3.4

secret access key: env/AWS SECRET ACCESS KEY _1.2.3.5
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$ octodns-sync --config-file=./config/production.yaml

R R b A b b b i b b b i b b b i b b i e b b i i b i i i b i i i b G i b b i e i b b i i b i i b b i i i i i i b b i i b b i b b b e b b i i b b i e b b i i g 4

* example.com.
P b b b b b b b b b b i i b i i b i b b i b b i i b i b i i i i i i b b b i i b b i b i i b i i b b i i i i i A i b i i I i e b b b b b b I g i b i e b A i g ¢
routeb53 (Routeb3Provider)
Create <ARecord A 60, example.com., [u'l.2.3.4', '1.2.3.5"']>
Summary: Creates=1, Updates=0, Deletes=0, Existing Records=0
dyn (DynProvider)
Create <ARecord A 60, example.com., [u'l.2.3.4', '1.2.3.5"']>

Summary: Creates=1, Updates=0, Deletes=0, Existing Records=0
P b i b b b b b b b b i i b b i b i b b i b b i b b b b b i i g i e b A b b A i b i i b i i b A i i A b b b i b A b b i i b i i b i i b i i i i i g i i i

*

- ERRICRIRI DZH(CIE --doit AT 3> Z[FFD,

$ octodns-sync --config-file=./config/production.yaml --doit
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CloudflareProvider
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JNAH —
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 GitlabfEH'FEFEL TLVBSeM (V—XJ—REE) W—IL
— CI/CD (Continuous Integration/Continuous Delivery)¥48EH D

* https://about.gitlab.com/

QY GitLab Product Pricing Resources Blog Support Jobs Q Explore Signin Register

GitLab named a Leader

in Cloud-Native CI

Learn why GitLab was evaluated as a Leader by

independent research firm

Try GitLab for FREE READ THE FULL REPORT
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o {EEEE (Istagingd 5> FH S masterd = > F \DMerge RequestZ@ERS T B
« [EZRE (IMerge Request DABZHERZL TN —29 B,
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INAHSF—DY -2 [CRIRT B,

N\ 2
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KT DEITHI

e stagingd 5> FH Sgit pull LT,
commit & git pushd B,

= example.test. = example.test. (Working Tree) X

zonefiles > = example.test.

IN A 192.0.2.10
IN A 192.0.2.2
IN A 192.0.2.11

12 www
redmine
portal

§° staging* & ®O0AO0

\

S
<

V=T 7 A) RS

example.test. (Working Tree) — hb-dns

WwWw
redmine
portal

15 +test

L. ZD%&MEER0. git

192.0.2.10
192.0.2.2
192.0.2.11

192.0.2.1234

Ln15,Col1 TabSize:8 UTF-8 LF PlainText © Q
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GitLab CI/CDMD=> 3 J DMERIEIH

H HB > hb-dns > Pipelines > #26394
(®failed | Pipeline #26394 triggered 11 minutes ago by @ Takashi Takizawa

° B IZ20f

1)

® 1job for staging in 12 seconds (queued for 1 second)
N
q? =
o o a91be73e - [f
0

Pipeline Jobs 1 Failed Jobs 1
ob

Name Stage Failure

o]

(:) staging_update Test

example.test.: ERROR
WX T AN RELEFRBHYELE, T5—Avt—J2HRBLTES,

KT DEITHI

dns_rdata_fromtext: zonefiles/example.test.:15: near '192.0.2.1234': bad dotted quad
zone example.test/IN: loading from master file zonefiles/example.test. failed: bad dotted quad

zone example.test/IN: not loaded due to errors.

v Running after script...
$ python scripts/postonslack.py

v

ERROR: Job failed: exit code 1
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Slack\D= 3 J 4B D@4l

GitLab APP 8:10 PM ¥ Q@ 2 w
@takizawa
| k/\O)ﬁﬁE[I VIV IRF VI TIT—ZRAULE U, BIELTLIEE L,
acC Ui

V= T 7ANDTR B

GitLabDIH|E & FHVE o

KTCTEITLDIC>H . K

J DX RSz @A LS

: 0K
: 0K
example.test.: ERROR

BXTAM: RELGEABBYELE, I5—AvE—JEHRLTILES,
dns_rdata_fromtext: zonefiles/example.test.:15: near '192.0.2.1234': bad
dotted quad

zone example.test/IN: loading from master file zonefiles/example.test.
failed: bad dotted quad

zone example.test/IN: not loaded due to errors.

GitLab®D gitlab ApP g8:10 PM
Slack | nte\gratlo n (L" J: 5 Takashi Takizawa (takizawa)
ﬁﬂ] Pipeline #26394 has failed in 00:12
Branch Commit
staging B ZDH)
Failed stage Failed job
test staging_update

hb-dns  Today at 8:10 PM
27
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e stagingd 5> FH Sgit pull LT,

e/

AT

{51

commit & git pushd B,

= example.test.

zonefiles >

I° staging*

www
redmine
portal

—test

<

®0AO0

= example.test. (Working Tree) X

= example.test.

IN A 192.0.2.10

IN A
IN A
IN A

192.0.2.2
192.0.2.11
192.0.2.1234

AN Y

orking Tree) — hb-dns

WwWw
redmine
portal

+ test

V=271 ZiREL. ED7ZMHRU. git

a T | @

192.0.2.10
12 @202
192.0.2.11

192.0.2.123

Ln16,Col1 TabSize:8 UTF-8 LF PlainText © Q
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GitLab CI/CD®D~

»

® 0 2

2019-11-18T11:22:24 [139752525883200] INFO AzureProvider[azuredns] populate: found 257
records, exists=True

2019-11-18T11:22:24 [139752525883200] INFO AzureProvider[azuredns] plan: No changes
2019-11-18T11:22:24 [139752525883200] INFO Manager
sorkokokokskokkokskokkskokokskokkekkskokkskskokskokskkokskskokskokskskokskskkokokokskokskskokskskokokskokskokskokkokskokskokkokokokskokskokokokokok sk

% example.test.
sorskokokokskokkokskokkskokokskokkekkskokskskskokskkskkokskeokskskskskokskskkokokkkokskskkskskokkskokskokskakkokskokskokskokokokokokskokokokokok ok

* route53 (Route53Provider)

* Create <ARecord A 900, test.example.test., ['192.0.2.123']> (zonefile)

* Summary: Creates=1, Updates=@, Deletes=0, Existing Records=4

* azuredns (AzureProvider)

* Create <ARecord A 900, test.example.test., ['192.0.2.123']> (zonefile)

* Summary: Creates=1, Updates=@, Deletes=0, Existing Records=4
sokskoksRoksokoRokokoKkokoKKoKkoKkoKoKkskokskokskokskokskokskokskakkakskokskakkakkak kR koK oKk oK KoKk oKk oKk

hd
b 4

D OEEEREE (B Ih9 23EITHI)

staging_update

Duration: 48 seconds
Timeout: 1h (from project) (7]

Runner: docker-runner (#4)

Tags: m

Commit 56867e02 [f
BIh9 %5

® Pipeline #26395 for staging

test

< (v) staging_update

29
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Slack\D=> 3

Slack/\ODEAX

GitLabDHIE Z FHHVE <
THEIDELDICZTT
DO ASEZ 18K

GitLab®
Slack Integration

(C K BIBA

2 Rk Ih DA

GitLab APP 8:22 pM
@takizawa

l/:l_ R@%ﬁ?‘a—o
BRUED OFEHFABNMER LTSS W,

2k ok 3k 2k ok 3k ok ok 3k %k 2k %k ok ok ok ok ok 5k 3k >k 3k k ok %k ok ok 3k 5k ok >k 3k 3k 2k %k 3k 2k 5k 3k ok k 5k %k 3k %k %k >k %k %k 2k 5k 3k 2k 3k 3k >k %k %k 2k >k 5k %k >k 5k %k >k %k %k >k %k %k %k >k %k %k >k %k * *k %k *k

* example.test.
3k 3k 3k 3k 3k 3k 3k ok 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk 3k ok sk ok ok 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k ok 3k 3k ok 3k 3k 3k 3k 5k %k %k 3k %k >k 3k 3k 3k 3k 3k 3k 3k 3k 3k ok %k %k ok ok ok k ok k k k
* route53 (Route53Provider)
*  (Create <ARecord A 900, test.example.test., ['192.0.2.123"']> (zonefile)
Summary: Creates=1, Updates=0, Deletes=0, Existing Records=4
azuredns (AzureProvider)
Create <ARecord A 900, test.example.test., ['192.0.2.123']> (zonefile)

Summary: Creates=1, Updates=0, Deletes=0, Existing Records=4
3k 3k 3k 3k 3k 3k 3k ok 3k 3k 3k %k 3k 3k >k 3k 3k >k 3k sk sk sk sk sk ok sk ok sk 3k ok 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk 3k sk sk ok 3k sk ok sk ok 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk 3k Sk sk %k ok ok ok ok ok ok %k k ok k ok

*
*
*
*

gitlab APP 8:22 pMm

Takashi Takizawa (takizawa)

Pipeline #26395 has passed in 00:48

Branch Commit
staging BIhd %45

hb-dns Today at 8:22 PM
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GitLab CI/CD: Merge RequestD{ER

H HB > hb-dns > Merge Requests > New

O New Merge Request

From staging into master

Change branches

®@ B =

B®
1))
Title TAK
n Start the title with WIP: to prevent a Work In Progress merge request from being merged before it's ready.
Y Add description templates to help your contributors communicate effectively!
(4
Q D H t‘ . .
escription Write Preview B I 99 = E

0 ChIZF ZNTY,

ob

2o ]

Markdown and quick actions are supported

[«4) Attach a file
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GitLab CI/CD: Merge RequestDiERE~NY—=

H HB > hb-dns > Merge Requests > !38 «

O m Opened just now by ‘ Takashi Takizawa Edit ‘ Close merge request ’ =

° FAb

&
0 zhiErFaked.
O}
n None
g i’l Request to merge staging [0 intomaster Open in Web IDE Check out branch Y - @
None
@
»
0 @ Pipeline #26395 passed for 56867e02 on staging @ 0
b ]
@ m () Squash commits ®
" &
1
> 2 commits and 1 merge commit will be added to master. Modify merge commit
You can merge this merge request manually using the command line fal
&0 Fo 0 B

32
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GitLab CI/CD: Merge RequestDifEsi &~ —=

% i : &
&0 Fo O
% &
Discussion 0 Commits 2 Pipelines 2 Changes 1 1
|[% Changes between latest version v and master v ® 1 File 1 B0 & v Q
D
v [ zonefiles/example.test. [ 180 O 2 G B

2 Show all lines

12 12 www IN A 192.0.2.10

13 13 redmine IN A 192.0.2.2

14 14 portal IN A 192.0.2.11
15 | + test IN A 192.0.2.123

BENEZ mitEze U,

R/ T UEMerge/NT >
0w 9D,
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GitLab CI/CDD= 3 J dsRidEm ([ERADE]E)

B 0 2 = .
H production_update
sorskkoksokoksokskekoksksokskekskkskokokokkkoksksokskaokskakokskokokskokskkokokskokokokskaokskokokskokskakokskokokskokokskokokokokokkokokkokskok
* example.test.
1A} .
**********************f********************************************************* BUT 50 e
* route53 (Route53Provider) . .
® * Create <ARecord A 900, test.example.test., ['192.0.2.123']> (zonefile) Timeout: 1h (from project) e
* Summary: Creates=1, Updates=0, Deletes=0, Existing Records=4 Runner: docker-runner (#4)
* azuredns (AzureProvider)
O . . ) Tags:m
* Create <ARecord A 900, test.example.test., ['192.0.2.123']> (zonefile)
% Summary: Creates=1, Updates=0, Deletes=0, Existing Records=4
1 sorsokoksokoksokskaoksksokskokskskskkkokkoksksokskaokskakokskokkskokskkokokskoksksokskaokkokskskokskaokskakokskokokskokokkokokkokokoksk ok Commit 8122b18b ®y
y Merge branch 'staging' into 'master’
’ 2019-11-18T11:40:08 [140041703348032] INFO Route53Provider[route53] apply: making
changes N
A €
- 2019-11-18T11:40:08 [140041703348032] INFO Route53Provider[route53] _apply: O LA SAEE 2 RS R0
zone=example.test., len(changes)=1 test
0 2019-11-18T11:40:09 [140041703348032] INFO Route53Provider[route53] _apply:
sending change request for batch of 1 mods, 1 ResourceRecords
X, 2019-11-18T11:40:09 [140041703348032] INFO AzureProvider[azuredns] apply: making ) .
° changes = (©) production_update
o 2019-11-18T11:40:10 [140041703348032] INFO Manager sync: 2 total changes
»
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Slack/\DmasterJ S > FD=> 30 OEITHEEDIEA

: gitlab APP 8:36 PM
GitLab® : Takashi Takizawa (takizawa) opened !38 A I in HB/hb-dns
Slack Integration

o < s . ng = ) )
(C KBB4 Takashi Takizawa (takizawa) merged !38 A I in HB/hb-dns
Takashi Takizawa (takizawa)

Pipeline #26396 has passed in 00:50
Branch

master

Commit

Merge branch 'staging' into 'master’
hb-dns Today at 8:40 PM
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xDIED: stagingd 5> F

ons

Azure DNS Amazon Route 53

=D DOMEZRDIF T
[BHA U720
YL/

/[ T octodns

Docker Container

Rstagingﬂ
Cl/CD Zone
file

GitLab/

git commit / git push

git clone / pull

one
file
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IRNDIERD: masterdS>F

RERLTE
TILIN—>(C

LTS
[ @ octoDNS ]

Docker Container

Merge RequestdD~X —= (staging [ master)] \ '
-' — Cl/CD Zone | Zone Merge RequestDERX
file file — -.

MesRE \_ GitLab ) e
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XD

« DNSY—>FIY—)L OctoDNS &
e« SCM (V—X— REHE) W—)L GitLab DCI/CD¥EEEZ{ED T,
o EHONSTOINAHS — 1B T ERITDE[EBITUELUE

N\ 2

Azure DNS Amazon Route 53

\/

Docker Container

git commit / git push
Cl/CD Z]:lr;e I git clone , pull chi>|r;e
GitLab
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OctoDNSOOHI R

« OctoDNS v0.9.80F s CODIBEHR
e Y —XL O— R(RR)
— SOAL- O— R&ENSL-O— RIFEIEAS/RLY,
— JO)\A S —=(CEXDMIELU TULWBRRI A T IERIRD,
o TTEHEEE (octodns.provider.plan.PlanZy = X Draise_if _unsafe() CEE:)
— 10fEAL _EDRRMMFET D EE(C
o 2ARDI0%LEDRRVEFTIESNDES(EHIT D
o 2RMD30%LA _EDRROVHIBREN DS (FFRIT D
— —force AT 3>z [FTBECOLTEEEEZEBIR T D
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OctoDNSOOHI R

« JO)\AS5 —BDKESE
- £ 0)\A 5 —@DPythonTEZ 1 —)LDDocstring&E U CEEIR SN TLYB,

>>> import octodns.provider.routeb3
>>> help (octodns.provider.routeb53.Routeb3Provider)
Help on class Routeb53Provider in module octodns.provider.routeb3:

class Routeb3Provider (octodns.provider.base.BaseProvider)
| Routeb3Provider (id, access key id=None, secret access key=None, max changes=1000,
client max attempts=None, session token=None, *args, **kwargs)
|
AWS Routeb3 Provider

|
|
| routeb3:
| class: octodns.provider.route53.Routeb53Provider
| # The AWS access key id
| access key id:
| # The AWS secret access key
| secret access key:
| # The AWS session token (optional)
| # Only needed if using temporary security credentials
| session token:
B 42
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o ./zonefiles/example.test.

class ZoneFileSource (AxfrBaseSource) :
L I |

Bind compatible zone file source

zonefile:
class: octodns.source.axfr.ZoneFileSource
# The directory holding the zone files
# Filenames should match zone name (eg. example.com.)
directory: ./zonefiles
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