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Knot Resolver

e CZNIC IZ&KDFv vy aDNSH—/N
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e BIND 4° Unbound EHHFAFAES
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Knot Resolver MA > A+—JL

e FreeBSD. Debian. Fedora. Arch Linux [£/\v5— HY
e TNLIAEY—AMBE LR

KTETBIATSURVLE—IZEVDT, TRTEATLSMLTBDIE
AEY 8 Ao & SN

« 23 Docker 1 A—THY)
e https://hub.docker.com/r/cznic/knot-resolver/
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« FT (X7 AVILIGNF vyl a—/NELTEKELIIZT D

net.listen({ '127.0.0.1', '::1'}, 53) - listen 957 FL X, R—F
user('kresd', 'kresd') -aA—H FIL—T
modules = { 'policy’, 'view', } ~-FEDa—)L

cache.size = 100*MB - FyyatA4X
reorder_RR(true) - orOE AL
trust_anchors.file = 'root.key' -- DNSSEC #&EE FH root KSK

view:addr('127.0.0.1', policy.all(policy.PASS)) -- 7 7t X IR

view:addr("::1', policy.all(policy.PASS)) (T IHILETIEA =T LY L)
view:addr('0.0.0.0/0', policy.all(policy.REFUSE))

view:addr("::/0', policy.all(policy.REFUSE))
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RPZ

e Response Policy Zone
e https://dnsrpz.info/

c BRRRET OV LY EE BERA YT EREEV 277

AILDBRTRET 56D

« V=207 AIWEKLGEDT, BFEDYV —UmEY—ILHIMEZSD

« =207 AIIWHERLED T, YV —EETEHARANMIEHRTES

@ SOA localhost. root.localhost. 1 10800 3600 604800 3600

@ NS localhost.

ad.example.com CNAME .
*.ad.example.com CNAME .

e DNS ZOFELF|ALI=LLA.. D+ ALY



https://dnsrpz.info/
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e RPZ [XF vy aYy—/\TWE[ZLHHRE
e M J—2ID7AIEHRATZYY —VERET D IFIERT—/\D1%E
o Xy ABRALLFALGEBEIZLZULNDMNSDD

e ZZMIZ. Knot Resolver Tl RPZ HME % 5
o FI@EY 1—)L(zonefile.lua) DT Knot DNS DY —2 7 A IILEETRRAA DS
473" (libzscanner.so) Z5&5|IZA—KFLTET ...
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RPZ B —2 771 ILEEAS

¢ [UZALLBEWR AV DYARLEB I THES
* HAVWIILERAMV) AR EIH M BIE>TLS

« BRI -2 DEZTAITILLTZSHE
e https://dnsrpz.info/
e https://www.ietf.org/archive/id/draft-ietf-dnsop-dns-rpz-00.txt
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RPZZEXTEL LD

e config Z7AILIZLL T DEEREZEMLTET

policy.add(policy.rpz(policy.DENY, 'rpz.zone'))

o« HMDIZITNILRPZ FEHT RAEZTLIWIAE

policy.add(policy.suffix(policy. DENY,
policy.todnames{ 'ad.example.com’, 'adv.example.jp' }))




RPZZEHL LD

e config [T MDEEKTE Z 1B

FASDYRRDERGEH D RPZFEEAAD
ZHFE T make rpzsh [TEVTHE,
TNEEIT

RPZ A—KFAEL L\ T-AHIR

fEYELT=-RPZZA—F

LELSEBETRIEIZEITT S

e cron ZEH 9 FTEAEHTED
e SO —LHVS rpz.reload() &
KITITAHACETFEFEFHEA

rpz = {}
function rpz.reload()
local r = os.execute("sh make_rpz.sh")
if r¥=0 then
log "[rpz] failed to exec make_rpz.sh"
return nil
end
if rpz.policyid then
policy.del(rpz.policyid)
end
r = policy.add(policy.rpz(policy.DENY, "rpz.zone"))
if r then
rpz.policyid = r.id
log("[rpz] reloaded; id=%d", rpz.policyid)
end
end
rpz.eventid = event.recurrent(7*day, rpz.reload)
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Intra

e Intra: Android FH DNS over HTTPS 754 7>k
e google 1= H"Cﬁ(& = DoH H—/N\ZIEETES

» DNSCloak: iOS FH DNSCrypt/DoH 2247 >k
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DNS over HTTPS H—/\D &k

® ,S\O—(il:)f'fé:ﬁ’a

¢ TH...

DoH client

https

Web server

dns

cache DNS
server




Knot Resolver "C HTTP/2

kresd @ freebsd

e ZLVD, Fwvia DNS H—
INTZDIZ HTTP2 NS
ATT .. o

o kresd RKRIZEEEINTLVSE 7
D TIEEL FED Lua £
S e cf Il |
o BRENIK R OHEHERO TG AR T W R W W Rk wE WER i
MAFEESINTLV=HE .« g

e prometheus HVi5 exporter 7L Instances

,— PID CPU per-worker (user/sys) RSS Pagefaults @ Status
'ze EB< 'ze
JniJuL~.C ‘oavvo~ 5353 0.1% / 0.0% 24.MB 1 Healthy

Metrics




Knot Resolver € DoH?

o HTTP ZIEMN 5755 DoH L5 ENIXLNNA L w1a?
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cache DNS
server

DoH client

https

e LITWA . FALREDA—IILITAEINTEL




Knot Resolver TC DoH

¢ IZLND T, BH TDoH EVa—ILEYELS:
e https://dns.maya.st/doh.lua

c FHLNDIE
« TUERAFHIBEHYFEEA
e URIM/N\LAEHFEPMSFEZLHLINET

e cloudflare DD AH DoH ED2—IILZARFIZFEEL T NA5L
LND T, Tob&Fo1=FHh L\

e https://gitlab.labs.nic.cz/knot/knot-resolver/issues/280
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