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DNSO st AT R DB (IR).
DNS-OARC2014.ICANNS51 . IETF91 D :ERE

IR AN
<fujiwara@jprs.co.|p>
MRRAESHBEARL XM H—E X (JPRS)
dnsops.jp BoF, Nov.,2014
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e “2014 Root DITL Data analysis and TLD

popularity analysis” &L TDNS-OARC
Workshop THx&

o« 20l4FEMDITLT—2D 0 tr&. TLDD AR
D HT

)drﬂ

« DNS-OARC D|TL-r—9tu|~’&;$1ﬁLt%i€7‘;
EIXERNFvIERITHDLELHLHT-H
DNS-OARC Workshop® & %} % {5 F-
— https://indico.dns-

oarc.net//getFile.py/access?contribld=2&sessionl
d=2&resld=4&materialld=slides&confld=20

Copyright © 2014 Japan Registry Services Co., Ltd. 2-



OEFT::
« DNS-OARC + ICANN 51

—2014/10/12: DNS-OARC 2014 Fall Workshop

—2014/10/13: ICANN 51 + DNS-OARC joint
Tech day

 https://www.dns-oarc.net/
 http://la51.icann.org/en/schedule/mon-tech

e |[ETF 91, 2014/11/9~14
— http://www.ietf.org/meetings/91/

e Workshop on DNS Future Root Service
Architecture, 2014/12/8
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DNS-OARC 2014 Fall

Workshop
_|_

DNS-OARC / ICANN joint
Tech Day




The GIft that Keeps on Giving:

Open DNS Proxies, nominum

e Random su

e Open DNS
— wxctkzubk
-—H&®1=Y

o« & ‘0)351'
(2014/9/28)

o XERIE. ran

e ISCIEBIND

bdomain attacks

proxiesh b D RK=ND I T!)
b.liebiao.800fy.com
18008 Munique query names

iSE AN iC i b v e

dom drop &
Q.11 RIERETEATFTE
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FR (WRAD¥xE -

Google Public DNSZ% -5 CRandom Subdomain
attacksF 5 &. TLDEDBHULVELSEE

WFIEXIZ2 Ao+ )R-V F
Random gnames - dafa888 DoS attack
ke www.dafa888.wif

%(I)a(%gle Public DNSDIP7RL AN 1085 HV14
H

FR, WFODDNSﬂ'—/\ld: AFNICIE & &Netnod., PCH.
ISC. SIDN~NDFEFEE

— FNFTNOFREMEMBEIZTRENTLNS
NetnodMi75—L

Google Public DNSAKEDTUA LDI)Z I I hAiE
Y (W =P So ¥ f=

dafa888.WiEHIBRL TERS T v 7IEE LT (HR)
RIZIIZIX. Google[ZT4ILALTHL-T=ED T E
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JPRS

DNSYTZr YT F7EREEZED/ARIL

Nominum: Vantio® &{=. DoS
%t R
ISC

— BIND 9.110)sERE

— SubscriptionZ2#3 M £F

.CZ: Knot DNS

— BHEBAEST=-ODERY—/N

— 2.0TOpenSSLMGNUTLSIZZEE
— online signing3E%:

.EU: YADIFA

— BHEBAEST=-ODERY—/\
Microsoft DNS H—/\

— NNRILLSTOHERE

- BELT—RUNEREEZEMNLT-
— DI) J—VERIE INTA—IVR

/JI
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e NLNet Labs: Unbound,
NSD, LDNS,
OpenDNSSEC
— BEHPZEIZOLVNVTORERE

=#4Ir (51A)

http://la51.icann.org/en/schedule/mon-
tech/presentation-ninet-labs-13oct14-en.pdf

13 R—=2

Open Source Dilemma

Free as in Free Beer

Beer Barrels are not infinite

Standards evolve

Tracking standards does have

It's costs

* Requires long term commitment
(and funding)
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dprive WG

DNS PRIVate Exchange (dprive) WGE% 3L

— RZTYJILINET LT ILINDREIDBEIEE
TLS(Transport Layer Security ~ SSL) TS 19 5%

l_hl

iE7I<

— DNS/TCPZFDEZETLS (16EvrDT—4E + binary
MDDNST—%3)
e 7R—F53+STARTTLS (SMTP/POP3M &S3(Za< U FTHE L)
o 1R—k443
« 443, 53LL5}
— DNS (JSON format) over HTTPS

— DNS (BinaryzASCII encode) over HTTPS

AL =5
,E o= IE

— Middle box (CPE*>Firewall) AYE T M EDH
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dnsop WG

DNS Cookiesf& ;&
— Cache poisoning®tsn—2
— draft-eastlake-dnsext-cookies-05
— 2008% [ZexpireL TWLV =D ZF1EE. WG doc~
— BIND 9.10MSIT(Source Identity Token)&E

o Tz=2L. 24— YkIEES (SITIZ[Xerror codehViELy)
TCPrSY AR—KMZDUWNTEU MR R LER
— Server side close
— TCP fast open
— Query pipelining
ISPTODIPV6DHG|ERF 1AV > BEBITIEAELY
ﬁegaﬂ%ve Trust Anchor: DNSSECHEIA T TE —
B &R
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.home TLD
e FTgTLDT AT S LA TI048#AVER
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=9 5.

Name collision G high risk” &5

SHERE T

e IETF 91 [ZT. Stuart Cheshire A homenet

EFICEDNZWLERE

—homenet WG Tl&dnssd WG {TE
—dnssd WGTILERRRE

= CFE T

— Mailing listTIX., arpa® FTELIETFMNSIRZEL A

CRAAY< Aty mb 007

— ICANND B Z (I HYT=L{TGEWELVHOBHES

e .local

— Stuart Cheshire KHARFC 6762 7T.localZF #
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| Service Architecture
Location: Hong Kong, HK

Venue: The Mira Hotel (Kowloon district)
Date: December 8-9, 2014

Hosted by: ISOC-HK

Sponsors: ZDNS/BIl and CNNIC
Co-chairs: Warren Kumari and Paul Vixie

1. draft-wkumari-dnsop-root-loopback-01.txt

— Decreasing Access Time to Root Servers by Running One on
Loopback

- O=ANLICL—tDT—2ZEFDOEBDNST—/N\ZEIML, JILY
VLD )L—REIFHFZEZIZAEITHEVDIRE. BREHIHY
—  W. Kumari, Ed.; P. Hoffman
2. draft-lee-dnsop-scalingroot-00
— How to scale the DNS root system?
—  JL—FDNSH—/\DEOLN-DRE CREDLHEAZTEE)
—  Xiaodong Lee; Paul Vixie; Zhiwei Yan
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