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DNSSECD X ity 4k 3

O L DOADTLDADNSSECHE i iFor 3 It D F % 3K EA
M gTLD
» .ORG .GOV .MUSEUM
> VeriSign (.com .netZF)¥% % it 7% BA
B ccTLD(EAERERZSD)

» .BG.BR.CZ.PR.SE.TH

B JPE2010FEHFHEIC

» http://jprs.jp/info/notice/20090709-dnssec.html
O ROOTY —> D DNSSECXKT i, B [ 0D 1 RE
B TFYURGE
» http://www.nist.gov/public_affairs/releases/dnssec_060309.html
» http://www.icann.org/en/announcements/announcement-2-03jun09-en.htm
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O i B A DTDIEEZFE>TEA L TH LD
B IANAT AR YR
> IANAIZ L HEMTHREE AR D R B Root, EARHIZARYPDNSIC
DSEXEMIBEZA TS ELIBD, TNZroot.hintEL TERE
LTS,
» https://ns.iana.org/dnssec/status.html
B dnslab.jp
> JPRSTHREE A2 {F > TLVADNSSECE B BEH DK AL, DLV
HEIZHEFRSINTLVD,

BEFLOTERRITHRET ODIEHAES?
TAGEAND=DICRFHADRIE S —/\DBHYFET,
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CODNS-OARCHO AL TS AR D FREF H—/\

Mddl)

3

BDLWVZSHLTEYT

»>149
»149
»149

.20.64.20 (running BIND 9)
.20.64.21 (running Unbound)
.20.64.22 (IANA-testbed, running BIND 9)

BEFHIE LI T2 S8

»https://www.dns-oarc.net/oarc/services/odvr
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RRELZO>TH LD

O TZRIEDERTETXZL TLVEWNVEBEDO Y —/\ELE
L THELD

QNAME | TYPE | ANSWER

wWww. iis. se A -> AD=1TA RRSet

WWW. iSc.org A -> AD=1TA RRSet
WWW. iSc.org AAAA -> AD=1TAAAA RRSet
isc.org MX -> AD=1TMX RRSet
isc.org ANY -> AD=0TIZIZHHAERES
www. dotgov. gov A -> AD=1TA RRSet
www. dotgov. gov AAAA -> AD=1TNO ERROR, empty
www. nonexist. se A -> AD=1THRELE
www. nonexist. se AMA  -> AD=1THRERE
www. unsecure. dnslab. jp A -> AD=0TA RRSet
www. nsecure. dnslab. jp A -> SERVFAIL
eai.dnslab. jp A -> AD=1TA RRSet
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[ldig +dnssec @149.20.64.20 eai.dnslab.jp

; <<>> DiG 9.7.0al <<>> +dnssec @149.20.64.20 eai.dnslab.jp
; (1 server found)

;; global options: +cmd

;; Got answer:

;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 2251

;; flags: gr rd ra ad; QUERY: 1, ANSWER: 2, AUTHORITY: 2, ADDITIONAL: 5

;; OPT PSEUDOSECTION:

; EDNS: version: 0, flags: do; udp: 4096
;; QUESTION SECTION:

;eai.dnslab.jp. IN A

;; ANSWER SECTION:
eai.dnslab.jp. 2911 IN A 203.178.129.34
eai.dnslab.jp. 2911 IN RRSIG A5 3355520091004010515 20090904010515 5267 dnslab.jp.

<RIEHDTHE>

;; Query time: 683 msec
;; SERVER: 149.20.64.20#53(149.20.64.20)
;; WHEN: FriSep 4 11:43:39 2009

- MSG SIZE revd: 2331
CopY— . ey



BREIZOSENTHREEIL#REC S

O g\gﬂﬁﬂcﬁé:\h“ﬁo'cmf:?)b')‘)‘)b/&‘(DNSSEC@EEU‘;L\)f\d)
7, 2
u L\(Oh\d)/ﬁg—zh§%b)$3'
EEICE ., ISEICEERAH A S, BIIFAL

O L\i&%O)BlND@%?So’CL\’C%DNSSEco)'Iﬁ#&’EH}IL)l:L\a’CLiL\
FIDTEEZXITET,

O SFEEA G ELT= DA D RERE ?
B [DNSOPS dnsops 644]~D—E DAL YR TEINTWET
> WCOMEFNRESNTNET
B 5 HL4AEDNSOAMP Fragment packetD fEl#B720D T, DNS-OARCD')
T53A YA XTRMEFOTHSD

» https://www.dns-oarc.net/oarc/services/replysizetest
B 53/TCPERBILVNERELFET S

» INFETIXIEEAES/UDPTHEA T =DM, /N yb A XDIBKRIZKY
EDNSO*SFragmentD EREIZU oM INB K245, =TCP fallback
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OARC's DNS Reply Size Test Server

O N TESLHD ?

»If a resolver does not support the Extension Mechanisms for DNS (EDNS),
replies are limited to 512 bytes.

»The resolver may be behind a firewall that blocks IP fragments.

»Some DNS-aware firewalls block responses larger than 512 bytes.

OFS5RZ457
% dig +short rs.dns—oarc. net txt
rst. x4001. rs. dns—-oarc. net.

rst. x3985. x4001. rs. dns—oarc. net.
rst. x4023. x3985. x4001. rs. dns—-oarc. net.

“XXX. XXX. XXX. XXX DNS reply size limit is at least 4023 bytes”
“XXX. XXX. XXX. XXX sent EDNS buffer size 4096~
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Ao FLVE

OO[DNSOPS dnsops 645]HD\ 55| FF

BESZDH|Deai.dnslab.jp LD HF A XD /Ny
ME@EYFEEA

B DIRETILTCP fallbackL THRIEIZB| [TFET

% dig +short rs.dns-oarc. net txt

rst. x1014. rs. dns—-oarc. net.

rst. x1202. x1014. rs. dns—-oarc. net.

rst. x1382. x1202. x1014. rs. dns—-oarc. net.
“YYY. YYY. YYY. YYY sent EDNS buffer size 4096”

“YYY.YYY.YYY.YYY DNS reply size limit is at least 1382 bytes”
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OO[DNSOPS dnsops 646]H\ 55| FF

B_ND7)L')YV JL/NIELEDNSOIZxE it L TUNELNED

TY
BHOEREZENTEL DTN ?

# dig +short rs.dns-oarc. net txt
rst. x486. rs. dns—oarc. net.

rst. x454. x486. rs. dns—oarc. net.

rst. x384. x454. x486. rs. dns—oarc. net.

“777.777.777.7717 lacks EDNS, defaults to 512"

“717.777.777.777 DNS reply size limit is at least 486 bytes”

Copyright © 2009 Japan Registry Services Co., Ltd.

10



MHReEER: ERARE

0= 2 DX

BARELGY—VDELRELI=0ENSGUEFFEIAD
MHDTLESIH ? RITHYETS
mEY (Y- T 3% >TRIELTAZELT=
>
— =2 DR A #1005 . 150/, 20045
— OPTOUT(DS RROMFTWNT WS R TEITELEDITH)
— NSEC3, 1024bit, #£Y) 1R L [E£510
— BIND9.6(Mdnssec-signzone & {& FH
— Xeon X5540(2.53GHz) x 2
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OB ERA - HEEH
BREE S —/\IZEB TSR RE
»RootM LR IEIDNSSECDERDH TEIFISNDITNE.
RootMDTrust AnchorMBFFEEITHDM?

>BIND9.7 CIZRFC5011IZ K5 BEIEFHD Y HR—FN AoT=

2619. [func] Add support for RFC 5011, automatic trust anchor
maintenance. The new "managed-keys" statement can
be used in place of "trusted-keys" for zones which
support this protocol. (Note: this syntax is
expected to change prior to 9.7.0 final.) [RT #19248]

S¢BIND9.7.0a2 D CHANGES K Y
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