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i The DNS is a miracle!

You send out a question into the net ...

And an answer comes back!

Somehow

= But ...
= WHO provided the answer?
= Is it a REAL answer?
= Can | TRUST the answer?




i DNSSEC — The Motivation

= How can a DNS resolver tell if a DNS
response can be trusted as authentic?

= Is this the correct DNS response?
= Has it been altered?
= Has it been truncated?
= Is it hopelessly out of date?

:_L DNSSEC — The Theory

Sign and publish everything!

= Every DNS zone has associated key pairs
= Each zone publishes:
= The public key (DNSKEY RR)
= Private-key signatures of all RR Sets (RRSIG RR)

= Private-key signed “gaps” in the zone file (NSEC
RR)

= Hashes of the public key of child zones (DS RR)




So you take a small zone....

TTL 86400
$ORIGIN dnssec.potaroo.net.
@ IN SOA  dns0.potaroo.net. gih.potaroo.net. (2006090803 3h 15 1w 3h)

; name servers
IN NS dnsO.potaroo.net.
IN NS dnsl.potaroo.net.

; subdomains

sub IN NS dns0.dnssec.potaroo.net.
IN NS dns1.dnssec.potaroo.net.

WwWw IN A 203.50.0.6

bgp IN A 203.50.0.159
bgp2 IN A 203.50.0.33
dns0 IN A 203.50.0.18

dnsl IN A 203.50.0.6

; wildcard

*

IN A 203.50.0.18

And turn it into a big zone...

dnssec.potaroo.net. 86400 IN SOA dns0.potaroo.net. gih.potaroo.net. (
2006090803 ; serial
10800 ; refresh (3 hours)

15 ; retry (15 seconds)
604800 ; expire (1 week)
10800 ; minimum (3 hours)

)
86400 RRSIG SOA 5 3 86400 20061008080832 (
55 dnssec.potaroo.net
syLogFKxP1KIEKYp4Pic6qgW1Nr16powlzx+
bpd 1177F56N7TE h
BLIN-+fOMzHE0/INWVIOXjn95pRDA3gyZSoE+
aWG21MokMbTBXF2pYmFALENNKKK+pSXuXvsS
dAP+keVqT6PFO67+m2chsqbh-+UA= )

86400 NS  dnsO.potaroo.net.

86400 NS  dnsl.potaroo.net.

86400 RRSIG NS5 3 86400 20061008080832 (
220060908080832 3755 dnssec.potaroo.net.
D2KKLKAgZIm8nkralpXyz4FitWWXtiyXc5X/
Ns2NYC3CNYDNIRFHzEI14RZO08R9z4a0QIf0
JXidiJZ2BgxzmykVIUaA7AWGirVir+6wDJrd
if9tm7UdYN2powrP902IqODKhwYk8i4Dyjdd
OKWL7/X44ZECZETW0GIWAUVY8= )

10800 NSEC *.dnssec.potaroo.net. NS SOA RRSIG NSEC DNSKEY

10800 RRSIG NSEC 5 3 10800 20061008080832 (

3755 dnssec.potaroo.net.
h75DS6C1IGLPRbtz9-+KV4oSuidA+Bdt6geq
GBNRIMeNGABRTOOFKATAIAQS1+JpM3KrIDIS
LKGQM7yMarC7aE3v/23iIW9YqFV3Z6PpjW7Ze
OEhalLNCV3kGAtVmILsoGEp/EWtgNTnXkJdkD
hW+091s7XVNnGmO7m9JkUOuUBsS2E= )

86400 DNSKEY 256 35 (
AAQO8XvbN4hZ8bn926wpM8c9Uqqhqcfasv7ak
4J/YSu+60/QsPCKwJoDYxMH3s5Z0NJIgLUQs
c1ZZKDYVHPW3Txt59bHM7390snQ80RbOGVT
H/Vi//L3BGjZrZr+PWtH2Vb3wlhrujMej2m4

jSDAhYZVWCNh. +
) ; key id = 3755




$ DNSSEC — Signing a Zone

Generate a keypair
Generate a Key-Signing keypair
Load the keys into the zone

Use a zone signing utility to sign every RR in
the zone, and to sign every name gap in the
zone

Update the parent zone with the child’s public
key hash

Publish the zone with a DNSSEC-aware name
server




:_L DNSSEC — DNS Response

m The Additional Information section in a
DNSSEC response contains:

= a DNSKEY RR, and

= an RRSIG RR for a data response, or

= an NSEC(3) RR response for a “no such
data” response

DNSSEC — Response Validation

= Validation of a DNS response:
« Did the matching private key sign the RRSIG RR?
= Does the hash match the RR data?

= Does the public key validate?
= Does the parent have a DS RR?
= Has the Parent signed the matching RRSIG RR?
= Does the parent’s key validate?

= Loop until you get to a recognised “trust anchor”

This interlocking of parent signing over child is
a critical aspect of the robustness of DNSSEC.
It’s also DNSSEC’s major weakness today!




Some Questions:

= How do you know if this is current data or a
replay of older stale data that was signed
with the current key?

= How do you know that a zone is DNSSEC
signed?

= How do you roll keys over?

= How do you revoke keys?

= What's NSEC3?

= What's a “trust anchor”?

“Trust” is a very tricky thing

= In the ideal world ALL the DNS would be DNSSEC
signed
= As long as you have the current root DNSSEC public key as
your trust anchor then every DNS response can be validated
by simply walking backwards up the name hierarchy to the
root

= But this is really not the case:
= Only a few zones are signed
And you don’t know which!
So which trust keys do you load and from whom?
And when should you update these keys?
Right now DNSSEC is unuseable!




i Status of DNSSEC

= The DNSSEC spec is over 10 years old

= Interest in deployment of DNSSEC has
been very limited

= Will DNSSEC ever be deployed?




i DNSSEC Positives

DNSSEC makes the DNS harder to attack

Trust injection into the DNS can be more than just

trusting the DNS

= Use the DNS to pass other keys, other data objects, secured
by DNSSEC

DNSSEC can avoid the overheads of yet more

special-purpose PKls

The DNS is a critical point of vulnerability in the
network’s overall model of integrity of operation --
DNSSEC can help here

i DNSSEC Negatives

DNS Zones get VERY LARGE
= X 10 in size

DNS responses can get VERY LARGE

DNSSEC Zone management is complicated

NSEC implicitly exposes the zone contents

NSEC3 is extremely obscure and challenging to verify
Who can use the signed answer, and how?

The partial deployment trust model is useless

DNSSEC represents a significant investment on the
part of the server with unclear benefits for the client




i Next Steps for DNSSEC?

= Complete, top down, all zones, DNSSEC deployment
looks like it may never happen

= If all that happens is that only some of us deploy
DNSSEC, then the entire DNS effort is largely a waste
of time, because of the trust point discovery problem
in the current DNSSEC model

= Can we devise a more robust partial deployment
model that can deliver benefits to both the DNSSEC
signed zone publisher and the DNSSEC-aware
resolver client base?
= |Is the DLV model of interest here?
= Are there other approaches?

i Another Opinion




My Opinion

= The DNS would be really very useful if
everyone deployed DNSSEC

= The DNS would be far more cumbersome, far
more complex to manage, and far more
error-prone to operate, if everyone deployed
DNSSEC

= And while only some of us deploy DNSSEC its
not of much value at the moment!

Thank You
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