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BIND 9.11 new features especially we'd like to know BINDO. 11D FH#re THIICE ==L\ &
(use cases, configuration tips, background, etc) (A—RT—X. BED/NME. EE=HE)
Catalog zones Catalog zones
The catalog zones draft describes the use—case for this feature: Catalog zonesM 1L —RT—RIFLUT DA F—3yRZTR(I-D)IZ
https://tools.ietf.org/html/draft—-muks—dnsop—dns—catalog—zones— SEHEHINTWET,
01 https://tools.ietf.org/html/draft—-muks—dnsop—dns—catalog—zones—
01

We spent a lot of time researching various approaches for zone and
zone data provisioning and catalog zones is one of the features that ISCTIZY —oBLVY =0T —2DREIZDONT, ZLOBEREN
resulted from it. Many other changes were made within BIND 9.11 (TTEEIEFLAEISHAEZL TEZELT=, Catalog zonelXZF DL
out of this research too (rndc addzone/modzone, etc. changes, RICEDEED—DTT  MIZH,. COREDFERIIZH
DynDB, NZF database backend changes, etc.). BIND9. 1112 RBREMN TULVET (rndc addzone/modzoneZfE M ZE T,

DynDB, NZFT—AR—X/N\YHIIVRDER, 17E),
For configuration of catalog zones, please see chapter 4 (Advanced
DNS features) in the BIND administrator reference manual. Catalog zone M E% 5 [XBIND ARMD F4E (5 E/DNSHEEE)Z S EL
TLEZELY, £z UTHSRLTIZELY,
http://jpmens.net/2016/05/24/catalog-zones—are—coming—to—

bind-9-11/
Minimal response to 'any’ queries Minimal response to 'any’ queries

My colleague Cathy wrote a reply to this question: FEEDCathySANEZTMELT=,
It's an implementation of NIZLULTDI-DOEETY,
https://tools.ietf.org/html/draft—ietf-dnsop-refuse—any—03 https://tools.ietf.org/html/draft—ietf~dnsop-refuse—any—03
minimal—any is the related config option, that also describes minimal-any|XBEEA T30 T, EHEETELET .
behavior.

CNAME/\vY FHDHINFO& (L EBI-DICEEHIA GRS SN TLVET)
I don't know if it implements the synthesised HINFO for CNAME [2DWTIE, FEEBNEEFTO>TOVELD T, BEEINTULEEA
hack (also detailed in the draft) — this perhaps needs mention (FDIET),

somewhere in the ARM - although we're still at draft stage with this
one — no agreed and published RFC yet.
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SERVFAIL caching

SERVFAIL caching

This feature is useful to avoid overloading an authoritative server
that is already SERVFAIL’ing. servfail-ttl is the config option used
to set the duration that a SERVFAIL response is cached. The
default was initially considered as 10 seconds but was finalized to 1
second. A 0 setting turns off the SERVFAIL cache.

CHIEBEICSERVFAILZ R LB Y — /N ZIRYIRL B R/EH T2
W=D HE AL H4EETY , servfail-ttIZSERVFAILIG & X vy
THHMERET 54 T3> T, T4 MII BT (& EIE108
FEZEZTUWELZA), A 0 ET HESERVFALIGE Fryia%k
EHIZLES,

Questions to BIND 9.11 new features

BINDO.1 1 $iBEBE~ D B[

Why fetches—per—server and fetches—per—zone are enabled by default?

E 5L Tfetches—per-server&fetches—per—zonel& T 74 LN THZNIZ
BozDTIM?

My colleague Cathy wrote a reply to this question:

They're not enabled by default — the default value is zero, which
disables both of these. If the question is “why aren’t they enabled
by default?” then it's because they are an optional feature and
unless there is a compelling reason to change BIND's default
behaviour, we generally don’t — particularly when this might result in
some client queries being dropped or SERVFAILed.

EEDCathySANEZ TNMELT =,

FNSIETIAHILNTIRERIZLE>TOER A, TIAHILMEIK. #
NoZEENZTHETHA00IE->TOET  EREOERIMNGET
THILETERZGLDTONVELDTIMN? 1ELVSZETHNIX., Th
(EA T a et oTT . BINDDTIAHILEDEEZLTET S
[ZITMEEDOEENDET,. BRISCIEZTELEE A . 9547
ML I T HEESNI-YSERVFAILIZH S KSHIGE .
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What is the expected use case of DynDB?

DynDBIZE R LHSBA—Ry—REREE

There is an “object—oriented” interface (in C) called dns_db in
libdns library. It is a database abstraction layer which is used to
store and query the data corresponding to a zone and also the data
corresponding to a cache.

BIND uses something called an RBTDB (Red Black Tree DataBase
- which actually is a Red Black Forest) to store zones and cache in
memory which is a dns_db interface implementation.

So far, the only dns_db implementations supported were statically
linked ones such as RBTDB, but we got requests to make this
interface reusable so that other backends could be written for this
dns_db interface for storing zone data.

DynDB stands for dynamic DB. With this feature, named is able to
load dns_db implementations from .so files at runtime, write zone
data into backends using them and query zone data from these
backends.

We do not currently ship any dns_db implementations (called DynDB
drivers) with BIND, but we hope that others will contribute drivers
for various databases, etc.

We know of 3rd parties that use DynDB to serve zone data from an
LDAP backend (which is why this feature was added).

You can find some more information about this feature here:
https://kb.isc.org/article/AA-01420/0/What-is—dyndb—and—how—
is—it—better—than—-DLZ.html

LTWEITM?

N lEdns doEFEENBA T OV MERID A A—TI—A(CEEE
T. libdnsSATSVIZEENT T, T—EIRN—XDMRILET. Y —
;’;ﬁ;’;‘ﬁ/ll:?ﬁlﬁ?’é?—&"&*ﬁ%ﬂLT:U%F.@LT:U’J’ZD@(:E

BINDIZY —2 00X vy 1% AT AT 57-8IZRBTDB(Red
Black Tree DataBase; FRE KT —HAR—R)EEIENDEDEFEHST
HY. dns_dblFZF DA E2—TT—RADEETT,

CNET. dns dbEEDHAHMNRBTDBIZERMIIZU SN TULVELT:
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[ZHFEONFELTz, dns.db A 3—Tx—RXZBLTHID/\WHIITUR
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DynDBIZEIHIDBEZERLET , CDHEBETIL. namedNEITH
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K TIE. BINDIZIEDYynDBR S A /N &ML Hdns_dbDEEE (1D
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ISCl&. DynDB'CLDAP/ WOTIUREFESIE=FZM>TLET(ZL
TENNZDHEEEBMDERTYE),

COWEEICDOWVTIE, EBITUTESRL TS,
https://kb.isc.org/article/AA-01420/0/What-is—dyndb—and—how—
is—it—better—than—-DLZ.html

Will

nsec/nsec3 aggressive use be implemented in BIND9.11?

For now, it is planned to be implemented as part of the 9.12
development cycle. As this is a very important feature that users
are looking to deploy quickly, we may backport it to the 9.11 and
9.10 branches when it is ready.

nsec/nsec3 aggressive uselXBIND9.11[CHEESNFET M ?
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Other questions regarding to BIND9

BINDOIZRI Y 5 D th D B R

Why the default number of UDP listeners are differ from version to
version?

UDP listenersD T 74 ILMEMN/N—3 U 2 &S TERBADITHETT
m2

A couple of years ago, the default number of UDP listeners used to
match the number of detected processors. We got a bug report that
on Red Hat Enterprise Linux, BIND performance was lower due to
this setting and that a lower count of listeners improved
performance. So a BIND engineer lowered it to half the number of
processors detected at that time.

In the past year, we discovered that this performance problem was
actually due to a Red Hat Enterprise Linux kernel bug which was
long fixed, and that the lower UDP listeners count was actually
harming BIND performance for everyone quite significantly. So we
changed it back to correspond roughly to number of detected
processors — 1, which improved performance.

You can find some information about this setting here:
https://kb.isc.org/article/AA-01249/0/UDP-Listeners—choosing—
the—right—-value—for-U-when—starting—named.html

AR, UDP listenersDEIXREALI=-T Oy Y HIZET 5L
[ZLTULELTz, RHELTIEZ D EEFEIZK > TBINDD /N TA—T R
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CORFEICHETHERIILUTESERLTIZSLY,
https://kb.isc.org/article/AA-01249/0/UDP-Listeners—choosing—
the-right-value—for-U-when—starting—named.html

Which version will be next ESV?

RDESVIN—=DavlEENIZHEYET M2

We still have not decided, but we will need a new ESV next winter
and 9.11 is possibly going to become the candidate branch for that,
as 9.12 will not be ready by then. Please don't take this as a
guarantee — we still have not decided. :)
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